Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Thursday, November 16, 2017 8:49 AM

To: Sarah Brabson NOAA Federal

Subject: Re: NOAA8880 PIA and PTA for your signature as soon as possible, thx
Attachments: NOAAS8880 PTA rev2_ITSO (1) mhg.pdf; NOAA8880 PIA 111317_ITSO (2) mhg.pdf

Signed and attached outstanding. | was getting nervous these wouldn't be there in time.

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

DI (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Thu, Nov 16, 2017 at 8:43 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
NOAAS8880 PIA and PTA for your signature asap! Please and thank you.

Forwarded message
From: Richard Varn - NOAA Federal <richard.varn@noaa.gov>
Date: Thu, Nov 16, 2017 at 8:40 AM
Subject: Re: NOAA8880 PIA and PTA for your signature as soon as possible, thx
To: Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov>, Andrew Browne NOAA Affiliate
<andrew.browne@noaa.gov>
Cc: Kyle Quashnick NOAA Federal <kyle.quashnick@noaa.gov>

resigned.

Thanks,

Richard Varn

Assistant Chief Information Officer
National Oceanic and Atmospheric Administration
National Weather Service

Office of the ACIO for Weather
SSMC2 Room 17410

1325 East West Highway

Silver Spring, MD 20910 3281
(301) 427 9018

Mail to: richard.varn@noaa.gov




On Wed, Nov 15, 2017 at 6:21 PM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Hi, Rich, these docs have been on a long and winding road. They have been signed by Andrew Browne,
ITSO, and Angel Corona, SO. Could you please sign and return to me, so | can have Mark Graff sign,
hopefully sometime tomorrow am?

DOC Privacy Office is having a conference call to review with us at 11:30 tomorrow. They have the
unsigned docs but will need the signed ones to approve.

tx so much! Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Co BN
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
National Weather Service (NWS) Alaska Region
General Support System (GSS)
(NOAAS880)

Reviewed by: , Bureau Chief Privacy Officer

[ Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
] Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
U.S. Department of Commerce Privacy Impact Assessment
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NWS Alaska Region GSS (NOAAS8880)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00
Introduction: System Description

NOAAR8880 is a General Support Services system that supports NWS offices within the Alaska Region. The
servers for the NOAAS8880 are in Anchorage, Alaska. Although there are a variety of hardware and operating
systems, all the activities are interconnected. The system provides direct or indirect mission support for the
NWS as a Government agency. Mission Support infrastructure encompasses Wide Area Networks (WAN),
Local Area Networks (LAN), host computer systems; client-server and web-based server systems. The
system supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics, database
development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases consist of
basic identifying information about employees. The databases are maintained as a supplement to other
employee records for purposes of developing statistical reports and performing other related administrative
tasks. The system also collects and maintains information on volunteers who provide weather reports to
system personnel.

The PII/BII in this system is not shared outside the bureau except in law enforcement cases. The information
is not available to the general public, other NWS Regions, or other NOAA components. General information
is available only to employees of the NWS Alaska Region. Specific information about individual personnel
is available only to authorized NWS Alaska Region Headquarters Administration Staff. The volunteer
databases are accessible to forecast staff so they can contact volunteers for severe weather information.

The legal authorities for information collection addressed in this PIA are:

- 5U.S.C. 301 authorizes the operations of an executive agency, including the creation, custodianship,
maintenance and distribution of records (also listed for NOAA-11).

- 15U.S.C. 1512 is an Organic Law which confers general powers and duties authority to executive
agencies, vesting jurisdiction and control of departments, bureaus, offices and branches (also listed for
NOAA-I11).

- From DEPT-1: Title 5 U.S.C., Title 31 U.S.C. 66a, 492, Title 44 U.S.D. 3101, 3309.

- From DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-332; 15 U.S.C. 1501
et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.
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-  FROM DEPT-18: 44 U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5 U.S.C. 5379; 5 CFR

Part 537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC) 65, July 26, 1999; DAO
210-110; Executive Order 12564; Public Law 100-71, dated July 11, 1987.

This is a FIPS 199 MODERATE impact system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

~ X This is an existing information system with no changes that create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information (BII) is
collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card X
b. Taxpayer ID f. Driver’s License X j. Financial Account X*
c. Employer ID g. Passport X k. Financial Transaction X*
d. Employee ID X h. Alien Registration 1. Vehicle Identifier X
m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

*For government purchases

General Personal Data (GPD)

a. Name X g. Date of Birth X m. Religion
b. Maiden Name h. Place of Birth X n. Financial Information X*
c. Alias i. Home Address X 0. Medical Information X**
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d. Gender X | j. Telephone Number X p. Military Service X
e. Age X k. Email Address X q. Physical Characteristics
f. Race/Ethnicity 1. Education r.  Mother’s Maiden Name

s. Other general personal data (specify): N/A

*Bank information for payroll.

**Limited to doctor’s notes for a medical accommodation, extended illness where employee had to take three days or more of
consecutive sick leave, and WH380 forms for FMLA, stored in the employee's personnel file which is secured in the AMD Chief's
office. Access is limited to “need to know”.

Work-Related Data (WRD)
a. Occupation X d. Telephone Number X g. Salary X
b. Job Title X e. Email Address h. Work History X
c. Work Address X f. Business Associates
Other work-related data (specify): GS level/series, division/organization name, regional office name/location.
Distinguishing Features/Biometrics (DFB)
a. Fingerprints d. Photographs g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans
c. Voice f.  Vascular Scan i.  Dental Profile
Recording/Signatures
j.  Other distinguishing features/biometrics (specify): N/A
System Administration/Audit Data (SAAD)
a. UserID X c. Date/Time of Access X e. 1D Files Accessed
b. IP Address X d. Queries Run f. Contents of Files X
g. Other system administration/audit data (specify): Standard system infrastructure and configuration data.
Other Information (specify)
N/A
2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X Hard Copy: Mail/Fax X Online X
Telephone X Email
Other (specify):N/A

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify): N/A
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Non-government Sources
Public Organizations | | Private Sector Commercial Data Brokers

Third Party Website or Application
Other (specify): N/A

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously deployed.

(Check all that apply.)
Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)
Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards X
Other (specify):

| | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that apply.)

Activities
Audio recordings Building entry readers X
Video surveillance Electronic purchase transactions* X
Other (specify):

*CD435, no PII

| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated. (Check all

that apply.)
Purpose
To determine eligibility For administering human resources programs X
For administrative matters X To promote information sharing initiatives
For litigation X For criminal law enforcement activities X
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For civil enforcement activities For intelligence activities

To improve Federal services online For employee or customer satisfaction
For web measurement and customization X For web measurement and customization
technologies (single-session ) technologies (multi-session )

Other (specify): Weather Data Dissemination

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported by the IT
system, describe how the PII/BII that is collected, maintained, or disseminated will be used. Indicate if
the PII/BII identified in Section 2.1 of this document is in reference to a federal employee/contractor,
member of the public, foreign national, visitor or other (specify).

The NWS Alaska Region Headquarters maintains PII concerning federal employees in the
Alaska Region workforce. This information is managed by the NWS Alaska Region
Headquarters Administration Personnel.
The information maintained includes:
Name
Age, Gender, date and place of birth, home contact information and email address
Position, GS Level/Series, Division/Organization Name, Regional Office Name/Location,
work history
Financial information, medical information, military service information

This information is maintained to aid in maintenance of organization structures, supplementing
management of employee records, and providing statistical data. The information is not shared
with any third parties or unauthorized personnel.

There are also local databases at the local Weather Forecast Office/River Forecast Center
(WFO/RFC), within the boundaries of the system, which maintain information on volunteers
who provide weather reports to staff. The WFO/RFC database information is collected to
contact volunteers when severe weather information is needed. The database holds the
following information on these volunteers:

First and last name
Mailing address
Telephone number (home/cell)
Email address
e Hours to be contacted for severe weather reports
Possession of a rain gauge, anemometer, thermometer, snow stick, or weather station
Brief description of location of spotter’s personal residence
Last time attended spotter class
Community Weather Involvement Program Identification (optional) not all offices
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use this. It’s a locally assigned number from the field office.
e Latitude / Longitude

Non-sensitive PII in these databases is provided on a voluntary basis; volunteers sign up and
provide the information during spotter talks* that the NWS conducts in preparation for the
severe weather season. These databases are accessible to forecast staff so they can contact
volunteers for severe weather information. The information is collected from members of the
public.

* On-site spotter training classes are conducted annually in various locations in the system area. The
spotter training class is designed for people new to severe storm spotting, as well as those that need
refresher training. The training is comprised of all of the information that spotters need to be effective and
stay safe. Information on the trainings is posted on the applicable NWS Web site.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the PII/BII will
be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X*
Federal agencies X*
State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities

Other (specify):
*For law enforcement purposes
| | The PII/BII in the system will not be shared. |

6.2  Indicate whether the IT system connects with or receives information from any other IT systems
authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
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X No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3  Identify the class of users who will have access to the IT system and the PII/BIL. (Check all that
apply.)

Class of Users

General Public Government Employees X
Contractors X
Other (specify): N/A

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or disseminated
by the system. (Check all that apply.)

X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.

X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: _http://www.nws.noaa.gov/om/coop/index.htm

X Yes, notice is provided by other means. | Specify how:
For the volunteer database, users are notified on the volunteer
cooperative agreement form (see PAS).

For the workforce database, individuals are notified by NOAA
Workforce Management via email, that the collection of PII is
mandatory as a condition of employment.

No, notice is not provided. Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

X Yes, individuals have an opportunity to | Specify how:

decline to provide PII/BII. Prospective volunteers may choose not provide the non-
sensitive PII, by not completing the volunteer form, and thus
will not become volunteers.

For the workforce database, individuals may decline having
their PII added to this database by providing a written request to
the Chief, Administrative Division, when they start work within
the office; however, this action will affect their employment
status.

No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BIL
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7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of their PII/BII.
X Yes, individuals have an opportunity to | Specify how:

consent to particular uses of their For the volunteer database, the information is provided on a

PII/BII. purely volunteer basis and users provide the PII to participate in
the program which constitutes consent to use of information for
the stated purpose. The NOAA Web site privacy policy states
"Submitting voluntary information constitutes your consent to
the use of the information for the stated purpose. When users
click the "Submit" button on any of the Web forms found on our
site, they are indicating voluntary consent to use of the
information they submit for the stated purpose."”
For the workforce database, written consent to only particular
uses of PII must be submitted to the Chief, Administrative
Division. However, failure to consent to all particular uses may
affect employment status.

No, individuals do not have an Specify why not:

opportunity to consent to particular

uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII pertaining to them.
X Yes, individuals have an opportunity to | Specify how: Specify how: For the volunteer database,

review/update PII/BII pertaining to
them.

users may request to review their data from, and send updates if
needed, to their local station manager.

For the workforce database, PII is routinely updated as an
employee's role or position changes. Employees may request
their information from, and ask that it be updated through, their
supervisors. Updates are made by the following authorized
individuals: the Workforce Program Manager, the Travel
Program and Workforce Support Assistant, and the
Administrative Management Division (AMD) Chief.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:

Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that apply.)
All users signed a confidentiality agreement or non-disclosure agreement.
All users are subject to a Code of Conduct that includes the requirement for confidentiality.
X Staff received training on privacy and confidentiality policies and practices.
X Access to the PII/BII is restricted to authorized personnel only.
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X Access to the PII/BII is being monitored, tracked, or recorded.
Explanation: PII/BII is tracked on paper records and stored in HR controlled spaces.

X The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): July 18, 2017

(] This is a new system. The A&A date will be provided when the A&A package is approved.

X The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 recommended security and
privacy controls for protecting PII/BII are in place and functioning as intended; or have an approved Plan
of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

Access to the system maintaining the PII is controlled by access via Active Directory and the
use of Common Access (CAC)/Personal Identity Verification (PIV) cards. Only employees
with authority to maintain this database are allowed access to the information.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (4 new system of records notice (SORN) is required if the system is not covered by an existing
SORN).

As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual.”

| X | Yes, this system is covered by an existing system of records notice (SORN).
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Provide the SORN name and number:

The following SORNS apply to the information on this system: NOAA-11, Contact information for
members of the public requesting or providing information related to NOAA’s mission;

DEPT-1 :Attendance, Leave, and Payroll Records of Employees and Certain Other Persons;
DEPT-18: Employees Personnel Files Not Covered by Notices of Other Agencies

DEPT-13, Investigative and Security Records:

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1 Indicate whether these records are covered by an approved records control schedule and monitored for
compliance. (Check all that apply.)

X There is an approved record control schedule.

Provide the name of the record control schedule:

Chapter 1300 National Weather Service Records Disposition Schedule

General Records Schedule (GRS) 20, issued by National Archives and Records Administration (NARA)
No, there is not an approved record control schedule.

Provide the stage in which the project is in developing and submitting a records control schedule:

X Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)

Disposal

Shredding X Overwriting X
Degaussing X Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the organization if PII
were inappropriately accessed, used, or disclosed.

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

X Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.
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11.2 Indicate which factors were used to determine the above PII confidentiality impact levels. (Check all

that apply.)
X Identifiability Provide explanation: Individuals may be identified.
X Quantity of PII Provide explanation: Limited amount of PII stored.
X Data Field Sensitivity Provide explanation: Human resources information is stored,
including DOBs.
Context of Use Provide explanation: Employee information only.
Obligation to Protect Confidentiality | Provide explanation:
X Access to and Location of PII Provide explanation: Secured database managed by federal
employees with limited user privileges.
Other: Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Yes, the conduct of this PTA results in required business process changes.
Explanation:

X No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Yes, the conduct of this PIA results in required technology changes.
Explanation:

X No, the conduct of this PIA does not result in any required technology changes.
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Points of Contact and Signatures

Information System Security Officer or
System Owner

Name: Angel Corona

Office: NWS/AR

Phone: 907-271-5119

Email: angel.corona@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

W C 3%1‘%‘?5& M.1187109503
Signature: LT Date: 2017.11.15 12:53:49 0900

Date signed:

Information Technology Security Officer

Name: Andrew Browne

Office: NOAA OACIO

Phone: 301-427-9034

Email: andrew.browne @noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

BROWNE.ANDREW.P oigiysigneay

BROWNE ANDREW PATRICK 1472149349

Signature: ATRICK.1472149349 oae 2171115113837 500"

Date signed:

Authorizing Official
Name: Carven Scott

Office: NWS/AR

Phone: 907-271-5131

Email: carven.scott@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

VARN.RICHARD.ALA Ogshysgrasty =
Signature: N-11.1073462041 o0

Date 2017 11 16 0838 59 0500"

Date signed:

Bureau Chief Privacy Officer
Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark. graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

GRAFF.MARK.HYRU  pguiysomsy cser wackimuu 1sisuma
Signature: M.1514447892 Frrir i

OUSOTHER ¢
Date:2017 11 % 03.47-%) 0500

Date signed:
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This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA/National Weather Service (NWS) Alaska Region General Support

System (GSS) (NOAA8880)
Unique Project Identifier: [Number]

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

NOAAS8880 is a General Support Services system that supports NWS offices within the Alaska
Region. Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a Government
agency. Mission Support infrastructure encompasses Wide Area Networks (WAN), Local Area
Networks (LAN), host computer systems; client-server and web-based server systems. The system
supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics,

database development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases
consist of basic identifying information about employees. The databases are maintained as a
supplement to other employee records for purposes of tracking job vacancies, developing statistical
reports, and performing other related administrative tasks. The system also collects and maintains

information on volunteers who provide weather reports to system personnel.

The PII/BII in this system is not shared. The information is not available to the general public, other
NWS Regions, or other NOAA components. General information is available only to employees of
the NWS Alaska Region. Specific information about individual personnel is available only to
authorized NWS Alaska Region Headquarters Administration Staff. The volunteer databases are

accessible to forecast staff so they can contact volunteers for severe weather information.
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Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
] This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources 1. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X _[1 Thisis an existing information system in which changes do not create new

privacy 118kS. Continue to answer questions, and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”
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'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

"1 Companies
[ Other business entities

X [T No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information” refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that

apply.)
X [ DOC employees
X [0 Contractors working on behalf of DOC
X [ Members of the public

I No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
~ X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X
No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

_ X [I certify the criteria implied by one or more of the questions above apply to the NWS
Alaska Region General Support System (GSS) (NOAA8880) and as a consequence of this
applicability, I will perform and document a PIA for this IT system.

[ I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):

\ Digitally signed by
w Cm CORONA.ANGEL.M. 1187109503
Signature of ISSO or SO: R 2017.11.15 12:57:02 -00'00° Date:

Name of Information Technology Security Officer (ITSO):

BROWNE.ANDREW.PA  Dgtaly sgned by

ROWNE.ANDREW PATRICK.1472149349

Signature of ITSO: TRICK.1472149349 Date: 2017.11.15 11:28:40 -05'00' Date:

Name of Authorizing Official (AO):

VARN.RICHARD.ALAN.II. 3&%%?@::2&8&%.".1073462041

Signature of AO: 1073462041 Date: 2017.11.16 08:39:46 05'00' Date:

Name of Bureau Chief Privacy Officer (BCPO): MARK GRAFF
GRAFF.MARK.HYRUM.1 Sy soresor ssarrw o sisarsz

DN ¢ US, o US Govemment, ou DoD, ou PKI,
ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature ofBCPO: 514447892 Date 2017 11 16 08 48 05 0500 Date:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Thursday, November 16, 2017 9:13 AM

To: Gioffre, Kathy (Federal); Ferguson, Dorrie; CPO

Cc: Mark Graff NOAA Federal

Subject: SIGNED NOAAB8880 PIA and PTA

Attachments: NOAA8880 PIA 111317_ITSO (2) mhg.pdf; NOAA8880 PTA rev2_ITSO (1) mhg.pdf

Sorry for the delay, but here they are, for distribution to the team members. NO changes from the Word
versions.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MM
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
National Weather Service (NWS) Alaska Region
General Support System (GSS)
(NOAAS880)

Reviewed by: , Bureau Chief Privacy Officer

[ Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
] Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
U.S. Department of Commerce Privacy Impact Assessment
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NWS Alaska Region GSS (NOAAS8880)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00
Introduction: System Description

NOAAR8880 is a General Support Services system that supports NWS offices within the Alaska Region. The
servers for the NOAAS8880 are in Anchorage, Alaska. Although there are a variety of hardware and operating
systems, all the activities are interconnected. The system provides direct or indirect mission support for the
NWS as a Government agency. Mission Support infrastructure encompasses Wide Area Networks (WAN),
Local Area Networks (LAN), host computer systems; client-server and web-based server systems. The
system supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics, database
development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases consist of
basic identifying information about employees. The databases are maintained as a supplement to other
employee records for purposes of developing statistical reports and performing other related administrative
tasks. The system also collects and maintains information on volunteers who provide weather reports to
system personnel.

The PII/BII in this system is not shared outside the bureau except in law enforcement cases. The information
is not available to the general public, other NWS Regions, or other NOAA components. General information
is available only to employees of the NWS Alaska Region. Specific information about individual personnel
is available only to authorized NWS Alaska Region Headquarters Administration Staff. The volunteer
databases are accessible to forecast staff so they can contact volunteers for severe weather information.

The legal authorities for information collection addressed in this PIA are:

- 5U.S.C. 301 authorizes the operations of an executive agency, including the creation, custodianship,
maintenance and distribution of records (also listed for NOAA-11).

- 15U.S.C. 1512 is an Organic Law which confers general powers and duties authority to executive
agencies, vesting jurisdiction and control of departments, bureaus, offices and branches (also listed for
NOAA-I11).

- From DEPT-1: Title 5 U.S.C., Title 31 U.S.C. 66a, 492, Title 44 U.S.D. 3101, 3309.

- From DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-332; 15 U.S.C. 1501
et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.
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-  FROM DEPT-18: 44 U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5 U.S.C. 5379; 5 CFR

Part 537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC) 65, July 26, 1999; DAO
210-110; Executive Order 12564; Public Law 100-71, dated July 11, 1987.

This is a FIPS 199 MODERATE impact system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

~ X This is an existing information system with no changes that create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information (BII) is
collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card X
b. Taxpayer ID f. Driver’s License X j. Financial Account X*
c. Employer ID g. Passport X k. Financial Transaction X*
d. Employee ID X h. Alien Registration 1. Vehicle Identifier X
m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

*For government purchases

General Personal Data (GPD)

a. Name X g. Date of Birth X m. Religion
b. Maiden Name h. Place of Birth X n. Financial Information X*
c. Alias i. Home Address X 0. Medical Information X**
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d. Gender X | j. Telephone Number X p. Military Service X
e. Age X k. Email Address X q. Physical Characteristics
f. Race/Ethnicity 1. Education r.  Mother’s Maiden Name

s. Other general personal data (specify): N/A

*Bank information for payroll.

**Limited to doctor’s notes for a medical accommodation, extended illness where employee had to take three days or more of
consecutive sick leave, and WH380 forms for FMLA, stored in the employee's personnel file which is secured in the AMD Chief's
office. Access is limited to “need to know”.

Work-Related Data (WRD)
a. Occupation X d. Telephone Number X g. Salary X
b. Job Title X e. Email Address h. Work History X
c. Work Address X f. Business Associates
Other work-related data (specify): GS level/series, division/organization name, regional office name/location.
Distinguishing Features/Biometrics (DFB)
a. Fingerprints d. Photographs g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans
c. Voice f.  Vascular Scan i.  Dental Profile
Recording/Signatures
j.  Other distinguishing features/biometrics (specify): N/A
System Administration/Audit Data (SAAD)
a. UserID X c. Date/Time of Access X e. 1D Files Accessed
b. IP Address X d. Queries Run f. Contents of Files X
g. Other system administration/audit data (specify): Standard system infrastructure and configuration data.
Other Information (specify)
N/A
2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X Hard Copy: Mail/Fax X Online X
Telephone X Email
Other (specify):N/A

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify): N/A
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Non-government Sources
Public Organizations | | Private Sector Commercial Data Brokers

Third Party Website or Application
Other (specify): N/A

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously deployed.

(Check all that apply.)
Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)
Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards X
Other (specify):

| | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that apply.)

Activities
Audio recordings Building entry readers X
Video surveillance Electronic purchase transactions* X
Other (specify):

*CD435, no PII

| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated. (Check all

that apply.)
Purpose
To determine eligibility For administering human resources programs X
For administrative matters X To promote information sharing initiatives
For litigation X For criminal law enforcement activities X
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For civil enforcement activities For intelligence activities

To improve Federal services online For employee or customer satisfaction
For web measurement and customization X For web measurement and customization
technologies (single-session ) technologies (multi-session )

Other (specify): Weather Data Dissemination

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported by the IT
system, describe how the PII/BII that is collected, maintained, or disseminated will be used. Indicate if
the PII/BII identified in Section 2.1 of this document is in reference to a federal employee/contractor,
member of the public, foreign national, visitor or other (specify).

The NWS Alaska Region Headquarters maintains PII concerning federal employees in the
Alaska Region workforce. This information is managed by the NWS Alaska Region
Headquarters Administration Personnel.
The information maintained includes:
Name
Age, Gender, date and place of birth, home contact information and email address
Position, GS Level/Series, Division/Organization Name, Regional Office Name/Location,
work history
Financial information, medical information, military service information

This information is maintained to aid in maintenance of organization structures, supplementing
management of employee records, and providing statistical data. The information is not shared
with any third parties or unauthorized personnel.

There are also local databases at the local Weather Forecast Office/River Forecast Center
(WFO/RFC), within the boundaries of the system, which maintain information on volunteers
who provide weather reports to staff. The WFO/RFC database information is collected to
contact volunteers when severe weather information is needed. The database holds the
following information on these volunteers:

First and last name
Mailing address
Telephone number (home/cell)
Email address
e Hours to be contacted for severe weather reports
Possession of a rain gauge, anemometer, thermometer, snow stick, or weather station
Brief description of location of spotter’s personal residence
Last time attended spotter class
Community Weather Involvement Program Identification (optional) not all offices
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use this. It’s a locally assigned number from the field office.
e Latitude / Longitude

Non-sensitive PII in these databases is provided on a voluntary basis; volunteers sign up and
provide the information during spotter talks* that the NWS conducts in preparation for the
severe weather season. These databases are accessible to forecast staff so they can contact
volunteers for severe weather information. The information is collected from members of the
public.

* On-site spotter training classes are conducted annually in various locations in the system area. The
spotter training class is designed for people new to severe storm spotting, as well as those that need
refresher training. The training is comprised of all of the information that spotters need to be effective and
stay safe. Information on the trainings is posted on the applicable NWS Web site.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the PII/BII will
be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X*
Federal agencies X*
State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities

Other (specify):
*For law enforcement purposes
| | The PII/BII in the system will not be shared. |

6.2  Indicate whether the IT system connects with or receives information from any other IT systems
authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
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X No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3  Identify the class of users who will have access to the IT system and the PII/BIL. (Check all that
apply.)

Class of Users

General Public Government Employees X
Contractors X
Other (specify): N/A

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or disseminated
by the system. (Check all that apply.)

X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.

X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: _http://www.nws.noaa.gov/om/coop/index.htm

X Yes, notice is provided by other means. | Specify how:
For the volunteer database, users are notified on the volunteer
cooperative agreement form (see PAS).

For the workforce database, individuals are notified by NOAA
Workforce Management via email, that the collection of PII is
mandatory as a condition of employment.

No, notice is not provided. Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

X Yes, individuals have an opportunity to | Specify how:

decline to provide PII/BII. Prospective volunteers may choose not provide the non-
sensitive PII, by not completing the volunteer form, and thus
will not become volunteers.

For the workforce database, individuals may decline having
their PII added to this database by providing a written request to
the Chief, Administrative Division, when they start work within
the office; however, this action will affect their employment
status.

No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BIL
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7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of their PII/BII.
X Yes, individuals have an opportunity to | Specify how:

consent to particular uses of their For the volunteer database, the information is provided on a

PII/BII. purely volunteer basis and users provide the PII to participate in
the program which constitutes consent to use of information for
the stated purpose. The NOAA Web site privacy policy states
"Submitting voluntary information constitutes your consent to
the use of the information for the stated purpose. When users
click the "Submit" button on any of the Web forms found on our
site, they are indicating voluntary consent to use of the
information they submit for the stated purpose."”
For the workforce database, written consent to only particular
uses of PII must be submitted to the Chief, Administrative
Division. However, failure to consent to all particular uses may
affect employment status.

No, individuals do not have an Specify why not:

opportunity to consent to particular

uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII pertaining to them.
X Yes, individuals have an opportunity to | Specify how: Specify how: For the volunteer database,

review/update PII/BII pertaining to
them.

users may request to review their data from, and send updates if
needed, to their local station manager.

For the workforce database, PII is routinely updated as an
employee's role or position changes. Employees may request
their information from, and ask that it be updated through, their
supervisors. Updates are made by the following authorized
individuals: the Workforce Program Manager, the Travel
Program and Workforce Support Assistant, and the
Administrative Management Division (AMD) Chief.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:

Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that apply.)
All users signed a confidentiality agreement or non-disclosure agreement.
All users are subject to a Code of Conduct that includes the requirement for confidentiality.
X Staff received training on privacy and confidentiality policies and practices.
X Access to the PII/BII is restricted to authorized personnel only.
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X Access to the PII/BII is being monitored, tracked, or recorded.
Explanation: PII/BII is tracked on paper records and stored in HR controlled spaces.

X The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): July 18, 2017

(] This is a new system. The A&A date will be provided when the A&A package is approved.

X The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 recommended security and
privacy controls for protecting PII/BII are in place and functioning as intended; or have an approved Plan
of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

Access to the system maintaining the PII is controlled by access via Active Directory and the
use of Common Access (CAC)/Personal Identity Verification (PIV) cards. Only employees
with authority to maintain this database are allowed access to the information.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (4 new system of records notice (SORN) is required if the system is not covered by an existing
SORN).

As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual.”

| X | Yes, this system is covered by an existing system of records notice (SORN).
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Provide the SORN name and number:

The following SORNS apply to the information on this system: NOAA-11, Contact information for
members of the public requesting or providing information related to NOAA’s mission;

DEPT-1 :Attendance, Leave, and Payroll Records of Employees and Certain Other Persons;
DEPT-18: Employees Personnel Files Not Covered by Notices of Other Agencies

DEPT-13, Investigative and Security Records:

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1 Indicate whether these records are covered by an approved records control schedule and monitored for
compliance. (Check all that apply.)

X There is an approved record control schedule.

Provide the name of the record control schedule:

Chapter 1300 National Weather Service Records Disposition Schedule

General Records Schedule (GRS) 20, issued by National Archives and Records Administration (NARA)
No, there is not an approved record control schedule.

Provide the stage in which the project is in developing and submitting a records control schedule:

X Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)

Disposal

Shredding X Overwriting X
Degaussing X Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the organization if PII
were inappropriately accessed, used, or disclosed.

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

X Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.
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11.2 Indicate which factors were used to determine the above PII confidentiality impact levels. (Check all

that apply.)
X Identifiability Provide explanation: Individuals may be identified.
X Quantity of PII Provide explanation: Limited amount of PII stored.
X Data Field Sensitivity Provide explanation: Human resources information is stored,
including DOBs.
Context of Use Provide explanation: Employee information only.
Obligation to Protect Confidentiality | Provide explanation:
X Access to and Location of PII Provide explanation: Secured database managed by federal
employees with limited user privileges.
Other: Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Yes, the conduct of this PTA results in required business process changes.
Explanation:

X No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Yes, the conduct of this PIA results in required technology changes.
Explanation:

X No, the conduct of this PIA does not result in any required technology changes.
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Points of Contact and Signatures

Information System Security Officer or
System Owner

Name: Angel Corona

Office: NWS/AR

Phone: 907-271-5119

Email: angel.corona@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

W C 3%1‘%‘?5& M.1187109503
Signature: LT Date: 2017.11.15 12:53:49 0900

Date signed:

Information Technology Security Officer

Name: Andrew Browne

Office: NOAA OACIO

Phone: 301-427-9034

Email: andrew.browne @noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

BROWNE.ANDREW.P oigiysigneay

BROWNE ANDREW PATRICK 1472149349

Signature: ATRICK.1472149349 oae 2171115113837 500"

Date signed:

Authorizing Official
Name: Carven Scott

Office: NWS/AR

Phone: 907-271-5131

Email: carven.scott@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

VARN.RICHARD.ALA Ogshysgrasty =
Signature: N-11.1073462041 o0

Date 2017 11 16 0838 59 0500"

Date signed:

Bureau Chief Privacy Officer
Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark. graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

GRAFF.MARK.HYRU  pguiysomsy cser wackimuu 1sisuma
Signature: M.1514447892 Frrir i

OUSOTHER ¢
Date:2017 11 % 03.47-%) 0500

Date signed:
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This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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U.S. Department of Commerce
National Oceanic and Atmospheric Administration

Privacy Threshold Analysis
for the

National Weather Service (NWS) Alaska Region
General Support System (GSS)
(NOAAS880)
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA/National Weather Service (NWS) Alaska Region General Support

System (GSS) (NOAA8880)
Unique Project Identifier: [Number]

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

NOAAS8880 is a General Support Services system that supports NWS offices within the Alaska
Region. Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a Government
agency. Mission Support infrastructure encompasses Wide Area Networks (WAN), Local Area
Networks (LAN), host computer systems; client-server and web-based server systems. The system
supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics,

database development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases
consist of basic identifying information about employees. The databases are maintained as a
supplement to other employee records for purposes of tracking job vacancies, developing statistical
reports, and performing other related administrative tasks. The system also collects and maintains

information on volunteers who provide weather reports to system personnel.

The PII/BII in this system is not shared. The information is not available to the general public, other
NWS Regions, or other NOAA components. General information is available only to employees of
the NWS Alaska Region. Specific information about individual personnel is available only to
authorized NWS Alaska Region Headquarters Administration Staff. The volunteer databases are

accessible to forecast staff so they can contact volunteers for severe weather information.
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Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
] This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources 1. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X _[1 Thisis an existing information system in which changes do not create new

privacy 118kS. Continue to answer questions, and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”
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'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

"1 Companies
[ Other business entities

X [T No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information” refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that

apply.)
X [ DOC employees
X [0 Contractors working on behalf of DOC
X [ Members of the public

I No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
~ X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X
No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

_ X [I certify the criteria implied by one or more of the questions above apply to the NWS
Alaska Region General Support System (GSS) (NOAA8880) and as a consequence of this
applicability, I will perform and document a PIA for this IT system.

[ I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):

\ Digitally signed by
w Cm CORONA.ANGEL.M. 1187109503
Signature of ISSO or SO: R 2017.11.15 12:57:02 -00'00° Date:

Name of Information Technology Security Officer (ITSO):

BROWNE.ANDREW.PA  Dgtaly sgned by

ROWNE.ANDREW PATRICK.1472149349

Signature of ITSO: TRICK.1472149349 Date: 2017.11.15 11:28:40 -05'00' Date:

Name of Authorizing Official (AO):

VARN.RICHARD.ALAN.II. 3&%%?@::2&8&%.".1073462041

Signature of AO: 1073462041 Date: 2017.11.16 08:39:46 05'00' Date:

Name of Bureau Chief Privacy Officer (BCPO): MARK GRAFF
GRAFF.MARK.HYRUM.1 Sy soresor ssarrw o sisarsz

DN ¢ US, o US Govemment, ou DoD, ou PKI,
ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature ofBCPO: 514447892 Date 2017 11 16 08 48 05 0500 Date:




Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Thursday, November 16, 2017 9:18 AM

To: Ed Kearns NOAA Federal

Cc: Robert Swisher NOAA Federal; Sarah Brabson NOAA Federal

Subject: Fwd: GPD Changes

Attachments: NOAA8880 PIA 111317_ITSO (2) mhg.pdf; NOAA8880 PTA rev2_ITSO (1) mhg.pdf;

NOAA8880 ARHQ FY17 Privacy SCA 20170628.xlsx; NOAA4930_PIA_ 20171106
mhg.pdf; NOAA4930 PTA_ 20170222 mhg.pdf; NOAA4930 Security Assessment
Workbook FY17 Q1 _.xlsx; PTA PIA Management Report 11.16.xIsx

Hi Ed,

To bring you up to speed on NOAA's Compliance Review Board (CRB) status referenced by Rob below,
NOAA has two CRBs set for today. The CRB is a review by DOC of the adequacy of the PIA, SORN coverage,
Privacy Controls, and Pll collections generally that are within the accreditation boundaries of each FISMA
system collecting PIl within NOAA. Although you are welcome to attend, it is not required, and Sarah and |
routinely represent the Bureau to DOC on behalf of NOAA for the CRBs.

Today's CRB will cover NOAA 4930 and NOAA 8880. For your reference, I'm attaching the PIA, PTA, and
Privacy Control assessment for each system. These are the documents DOC will be reviewing and asking
questions about in determining whether or not to provide SAOP concurrence, which authorizes the system,
as it relates to Privacy, to receive an ATO. If approved, the PIA is publicly posted on the DOC site as the
artifact of SAOP approval for that system.

We regularly send a follow up to Rob after the CRB, which we'll now direct to you after the meeting,
copying Rob, letting him know if the PIAs were approved, and what, if any, were the deficiencies or
program takeaways and follow up actions.

I'm also attaching a copy of the PTA/PIA Management Report, which distills the progress of PTAs and PIAs
across the Bureau. Sarah maintains this spreadsheet, which we use as the primary tracking artifact for the
status of PIA approval. We provide a copy of this spreadsheet in the monthly Privacy report to the ITSOs,
ISSOs, AOs, and CIO/NOAA management.

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)

(IR (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.



Forwarded message
From: Robert Swisher - NOAA Federal <robert.swisher@noaa.gov>
Date: Thu, Nov 16, 2017 at 8:27 AM
Subject: GPD Changes
To: OCIO/OPPA <ocio.ppa@noaa.gov>

Recently Doug suggested to me that the FOIA and Privacy Programs would be better suited with the Chief Data Officer Office (CDO)
under Ed Kearns. It was initially thought that FOIA/Privacy would transfer to CDO immediately at the start of FY18. After some
discussions with Doug and Ed, we've decided to do a half-year transition to flesh out the organic connection between FOIA/Privacy
and CDO.

This half year transition is starting now. Mark and Sarah are to begin including Ed on FOIA, Privacy, Privacy Act, and Paperwork
Reduction Act activities, email, decisions, and meetings. This will kick-off exploring a possible solid working relationship with CDO. We
will also be including Ed in future status meetings and Compliance Review Boards with DOC OPOG as well as monthly and quarterly
DOC Privacy and FOIA Calls. For now | remain Mark and Sarah's official Supervisor.

The Grand Vision at this point, subject to change, is that ultimately Mark and Sarah would transfer to CDO and all of their FOIA,
Privacy, Privacy Act, and PRA functions as well. Lola would stay with GPD for Data Calls and other functions. The IT Infrastructure
Program Manager and Exhibit 300 work would stay with GPD.

Rob Swisher

Director, Governance and Portfolio Division
NOAA OCIO
W 301 628 5755
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
NOAA4930 - Southwest Fisheries Science Center (SWFSC) Network

Reviewed by: , Mark Graff, Bureau Chief Privacy Officer

[0 Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[0 Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
National Marine Fisheries Service
NOAA4930 - Southwest Fisheries Science Center (SWFSC) Network

Unique Project Identifier: 006-03-02-00-01-0511-00
Introduction: System Description

NOAA4930 SWFSC is a General Support System supporting approximately 375 users consisting of
scientific, administrative, and support staff (federal employees and contractors) distributed among the
California cities of La Jolla, Santa Cruz, and Monterey. There are a variety of hardware platforms
and operating systems interconnected on this network system. The systems are designed and
configured to support the staff in meeting the agency mission.

The primary functions provided include:

- Network File Storage, Sharing, and Printing

- Internet Access

- NMFS Wide Area Network Connectivity

- Administrative Support Systems

- Scientific Database Access contains PII and BII.
- Scientific Statistical Data Analysis

- Geographic Information Systems

- Web Based Information Dissemination

- Telecommunications

As a requirement of the Highly Migratory Species (HMS) Fisheries Management Plan (FMP)
implemented in 2005, participants (captains of permitted vessels) in HMS fisheries in the Pacific are
required to submit logbook information on fishing activities. In addition, to monitor these fisheries
and provide accurate catch estimates as required under the FMP and international obligations,
landings information is collected and maintained. Biological and life history data are also collected
and maintained to supplement stock assessment information used to assess and monitor fish stocks.

The logbook and landings data contain information that identifies fishery participants and contains
information related to the business practices of those participants: Names, contact information
including work and home e-mail and mailing addresses and phone numbers, vessel and processor
identifiers and sales information including dates, buyers, sellers, amounts and prices.

This data is submitted to the Southwest Fisheries Science Center (SWFSC), where the information is
entered into a centralized Oracle database, in an encrypted table space, that is located and maintained
at the National Marine Fisheries Service (NMFS) Office of Science and Technology in Silver Spring,
Maryland. The data is maintained by SWFSC staff and summarized for reporting. Summarization of
the data follows established business rules for maintaining confidentiality of the summaries. Any
information obtained from fewer than three persons is further aggregated and combined with other
data.
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Authorized users (NMFS employees and contractors) have access to the confidential logbook and
landings information and access is controlled through database roles. All authorized users that access
confidential information must sign a non-disclosure agreement that certifies that the user has read
and understands NOAA Administrative Order on Confidentiality of Statistics (NAO 216-100). These
non-disclosure agreements are maintained at SWFSC.

The categories of data inputted, stored and processed include administrative, scientific, statistical,
economic, research and development, and technical.

The Southwest Highly Migratory Species database (SWHMS) contains database links to external
systems that contain BII. These external database systems, including Pacific States Marine Fisheries
Commission (PacFIN) a private interstate commission that warehouses state data and provides
access to authorized users like us  and the U.S. Coast Guard, are accessed through user accounts.
We do not distribute or share this BII from our system. The information we receive from those
databases is summarized to a non-confidential level and shared in non-confidential data products and
reports.

Information collected and managed in the system is mandated under Magnuson-Stevens Fishery
Conservation and Management Act (MSA) re-authorization (H.R. 5946--109th Congress), Pacific
Highly Migratory Species Fisheries Management Plan (50 CFR Parts 223, 224 and 660) and
international reporting obligations. As part of these reporting obligations, information in this system
is shared case by case within NOAA, with state, local and tribal governments which provide us with
logbook and landings data, and with foreign entities such as the Inter-American Tropical Tuna
Commission, who in turn provide us with summaries of catch and effort data from member countries
that fish for HMS in the Pacific. That is, we receive raw data from the state, local and tribal
governments, and summarized data from foreign entities, and then we share the state, local and tribal
summaries with the applicable foreign entities and the foreign entities’ summaries with the state,
local and tribal governments.

The SWFSC Operations and Management division maintains various type of PII and BII in support
Center operations and the management of operational resources. The management information for
the management of contracts and awards contains BII. The management of facility security that
involves visitor access management, parking authorization and access control for Center
personnel/staff, and general access to facilities, buildings and spaces include the maintaining of
information that contains PII. The management of official government travel, both foreign and
domestic, includes the maintenance of information that contains PII. Finally, the management of
human resources, which includes emergency contact information, employee and labor
relations/worker’s compensation includes the maintenance of information that contains PIIL.

SWEFSC also stores procurement and contract information, stored in a restricted area of the
shared drive accessible only by authorized personnel.

Additional authorities:

From NOAA-6: Fish and Wildlife Act as amended (16 U.S.C. 742 et seq.) and Fishery
Conservation and Management Act of 1976 as amended (16 U.S.C. 1852).
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From DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-332; 15 U.S.C.
1501 et seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.

From DEPT-18: Includes the following, with all revisions and amendments: 5 U.S.C. 301; 44
U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5 U.S.C. 5379; 5 CFR Part 537, DAO
202-957; E.O. 12656; Federal Preparedness Circular (FPC) 65, July 26, 1999; DAO 210-110;
Executive Order 12564; Public Law 100-71, dated July 11, 1987.\

From OPM/GOVT-1: 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397,
as amended by 13478, 9830, and 12107.

The impact level of this system is moderate.
Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
_ [ This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X This is an existing information system in which changes do not create new privacy
risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID X f. Driver’s License X j. Financial Account

c. Employer ID g. Passport X k. Financial Transaction

d. Employee ID h. Alien Registration 1. Vehicle Identifier X
m. Other identifying numbers (specify): BII: dealer identification, vessel and processor identifiers

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form: SSNs are stored only in hard copy.




Version Number: 01-2015

General Personal Data (GPD

a. Name X g. Date of Birth X m. Religion
b. Maiden Name h. Place of Birth X n. Financial Information
c. Alias i. Home Address X 0. Medical Information X
d. Gender X j. Telephone Number X p. Military Service X
e. Age X k. Email Address X q. Physical Characteristics
f. Race/Ethnicity X 1. Education X r.  Mother’s Maiden Name
s. Other general personal data (specify):
Work-Related Data (WRD)
a. Occupation X d. Telephone Number X g. Salary
b. Job Title X e. Email Address X h.  Work History X
c. Work Address X f. Business Associates
i.  Other work-related data (specify):
Distinguishing Features/Biometrics (DFB)
a. Fingerprints d. Photographs X g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans
c. Voice f. Vascular Scan i.  Dental Profile
Recording/Signatures
j.  Other distinguishing features/biometrics (specify):
System Administration/Audit Data (SAAD)
a. UserID X c. Date/Time of Access X e. ID Files Accessed X
b. IP Address X d. Queries Run X f. Contents of Files X
g. Other system administration/audit data (specify):
Other Information (specify) BII - Catch amounts and sales information including dates, buyers, sellers,
amounts and prices
2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person Hard Copy: Mail/Fax X Online X
Telephone X* Email X

Other (specify): All of the information provided comes from the HMS permit.

*The phone based communications are for data QA/QC only; primary data collection is not conducted via phone.
The notice for this data being collected is communicated to the fishermen in the permitting process via the permit

application.
Government Sources
Within the Bureau X Other DOC Bureaus Other Federal Agencies X
State, Local, Tribal X Foreign X
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Other (specify

Non-government Sources

Public Organizations |

| Private Sector

X Commercial Data Brokers

Third Party Website or Application

Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously

deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics

Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

[ X | There are not any technologies used that contain PII/BII in ways that have not been previously deployed.

|

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)

Activities

Audio recordings

Building entry readers

Video surveillance

Electronic purchase transactions

Other (specify): Driver license readers are used by facility security personnel to register visitors.

| | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters X To promote information sharing initiatives
For litigation X For criminal law enforcement activities
For civil enforcement activities X For intelligence activities
To improve Federal services online For employee or customer satisfaction
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For web measurement and customization For web measurement and customization X
technologies (single-session ) technologies (multi-session )
Other (specify): In compliance with federal and international mandates

Section 5: Use of the Information

5.1 Inthe context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).

(a) The information collected under the authority of the HMS FMP and international treaty
requirements is used to monitor compliance with federal mandates and international
reporting requirements (civil enforcement). Contact information is used to contact the
submitter when insufficient or erroneous data are submitted. Information is collected from
members of the public.

(b) Under requirements of the Western and Central Pacific Commission (WCPF), vessel
identifiers are required to be submitted with individual fishing set information. Logbook
and landings information, collected from NMFS permit holders and from state, local and
tribal entities, are required to be submitted under FMPs and international reporting
obligations. This information is used to ensure that all vessel owners that catch or sell
HMS have a valid permit and are in compliance with the requirements of that permit.
Information is collected from members of the public.

(c) Pl is collected for both contractor and federal employee personnel designated to work
with SWFSC. This information is collected for administration and business functions
within SWFSC. Photographs that are taken are used specifically for identification
badges for short term or temporary staff.

(d) For contractual purposes, the SWFSC stores procurement and contract information,
stored in a restricted area of the shared drive accessible only by authorized personnel.

All information is stored on a restricted area of a shared drive accessible only by authorized
personnel.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

| Recipient | How Information will be Shared
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Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X*
Federal agencies X*
State, local, tribal gov’t agencies X
Public
Private sector
Foreign governments
Foreign entities X
Other (specify):

*In case of breach.

|

| The PIVBII in the system will not be shared. |

6.2

Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BIL.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.

Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
NMEFS Office of Science and Technology (NOAA4020). Network connection to S&T is via an encrypted
wide area network, only authorized users who have signed NDA have access to the S&T system,
authentication is via username and strong password that meets DOC password requirements. The system
is administered by NMFS ST6 database administration staff at NOA A4020.

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3

Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees X

Contractors X

Other (specify):

Section 7: Notice and Consent

7.1 Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)
X | Yes, notice is provided pursuant to a system of records notice published in the Federal Register and discussed

in Section 9.

Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement and/or
privacy policy can be found at:
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http://www.westcoast.fisheries.noaa.gov/fisheries/migratory species/highly migratory species logbooks.html

http://www.nmfs.noaa.gov/aboutus/privacy.html

X | Yes, notice is provided by other means. Specify how: Notice is provided by language in the logbooks,
sent to the fishermen, stating that the information must be
submitted in order to maintain a Federal permit, per cited
regulations.

Notice is given to federal employees and contractors, in writing.
For responses to solicitations, notice is given on the request for
information (RFI) or request for proposal (RFP).
No, notice is not provided. Specify why not:
7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.
X Yes, individuals have an opportunity to | Specify how: Individuals may decline to provide the
decline to provide PII/BII. information by not submitting the logbook, but in order to
maintain a Federal fishing permit, it must be provided.
Federal employees and contractors may decline to provide
information in writing, but it may affect their job status and
access to the facility.
Responses to RFPs/RFIs are voluntary, based on the offeror’s
decision to respond.

No, individuals do not have an Specify why not:

opportunity to decline to provide

PII/BII.

7.3  Indicate whether and how individuals have an opportunity to consent to particular uses of

their PII/BII.

X Yes, individuals have an opportunity to | Specify how: The information collected is only used for the
consent to particular uses of their stated purposes of monitoring and reporting at the level required
PII/BII. under federal and international requirements. Individuals

provide consent by completing and submitting the logbook.
Employees and users accessing the system are
provided with the link to NOAA’s privacy policy which states:
“Submitting voluntary information constitutes your consent to
the use of the information for the stated purpose.”
There is only one use for proposals in response to RFIs or RFPs.
No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BIL
7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.
| X | Yes, individuals have an opportunity to | Specify how: Periodic renewal notices are sent to permit
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review/update PII/BII pertaining to holders, which give them the opportunity to update their

them. information collected. Vessel name changes and other updates
can be provided on the permit renewal forms that are collected
and maintained. Fishermen can also call the Permits Program
Office to provide updates.

All federal/contractor user information is maintained within
NOAA Enterprise Messaging System (NEMS) database where
users can review and update their contact information.

Offerors will contact the office which issued the solicitation,
with updated information.

No, individuals do not have an Specify why not:
opportunity to review/update PII/BII
pertaining to them.

Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that
apply.)

X All users signed a confidentiality agreement or non-disclosure agreement.

X All users are subject to a Code of Conduct that includes the requirement for confidentiality.

X Staff (employees and contractors) received training on privacy and confidentiality policies and practices.

X Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.
Explanation:
X The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): 9/11/2017
L1 This is a new system. The A&A date will be provided when the A&A package is approved.

X The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.
Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.
Other (specify):
8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.
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The data reside within the boundaries of the NOAA4020 system. Only authorized personnel
who have signed a NDA have access to the data. Access to the system from NOAA4930 is via
an encrypted WAN connection.

Local data is stored on a Windows network fileshare. Access to data stored locally is
restricted to authorized personnel only via Windows AD group. Authorized users authenticate
to access the data via two factor authentication (CAC card). For authorized users who are in
the process of obtaining a CAC card, they access the system via username and strong
password that meet the DOC password requirements. The principle of least privilege and
separation of duties is implemented by SWFSC to ensure that personnel with the need to know
only have access to this information.

Authorized users who access the data from outside of the NOAA4930 boundary may only do
so via NMFS VPN concentrators (East or West). The NMFS VPN connections are encrypted,
the users must authenticate onto the VPN via two factor authentication, and the authorized user
may only connect to the NMFS VPN with government furnished equipment (GFE) that is
subject to all FISMA system requirements.

All NMFS personnel and contractors are instructed on the confidential nature of this
information. Through acknowledgement of the NOAA rules of behavior, account request
agreements etc. all users are instructed to abide by all statutory and regulatory data
confidentiality requirements, and will only release the data to authorized users.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (4 new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).

Provide the SORN name and number (/ist all that apply):

Fishermen's Statistical Data COMMERCE/NOAA-6

Fishermen's Statistical Data; COMMERCE/DEPT-13, Investigative and Security Records
COMMERCE/DEPT-18, Employees Personnel Files Not Covered by Notices of Other Agencies,
OPM/GOVT-1, General Personnel Records .

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1 Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

10



Version Number: 01-2015

X There is an approved record control schedule.
Provide the name of the record control schedule: NOAA records schedule chapter 1505-11 and 1507-11
No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:
X Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:
10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)
Disposal
Shredding X Overwriting
Degaussing X Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.
Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

X Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse

effect on organizational operations, organizational assets, or individuals.
High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)

X Identifiability Provide explanation: The vessel IDs can be used to identify a
person or a business but the disclosure of this data would not be
severe or catastrophic.

X Quantity of PII Provide explanation: PII is collected from employees and
contractors.

X Data Field Sensitivity Provide explanation: The BII data is limited to vessel identifiers,
harvest amounts, dates and locations. The value of this information
is considered low. There is no sensitive PII collected from
employees or contractors.

X Context of Use Provide explanation: The BII data would only disclose previous

fisheries harvest amounts for a given geographic location.
Information collected is to granted system access and to maintain
employee emergency notification lists. The PII data is only used
within the operations and management purposes.

11
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X Obligation to Protect Confidentiality | Provide explanation: The data is subject to the confidentiality
protection of the Magnuson — Stevens Act, 16. U.S.C 1801, Section
402.

X Access to and Location of PII Provide explanation: Access to the SWHMS data is limited to

fewer than 10 authorized personnel.

The PII data that is used for operations and management purposes is
stored on a central fileserver that is physically secured in the
NOAA4930 LAN room and has access to data restricted to
authorized staff only via Windows AD domain group permissions.

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.
Yes, the conduct of this PIA results in required business process changes.
Explanation:
X No, the conduct of this PIA does not result in any required business process changes.
12.2 Indicate whether the conduct of this PIA results in any required technology changes.
Yes, the conduct of this PIA results in required technology changes.
Explanation:
X No, the conduct of this PIA does not result in any required technology changes.

12
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Points of Contact and Signatures

Information System Security Officer or

System Owner

Name: Rich Cosgrove (ISSO)
Office: NOAA NMFS SWFSC
Phone: 858-546-7057

Email: Rich.Cosgrove@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Information Technology Security Officer

Name: Rick Miner (Acting)
Office: NOAA NMFS OACIO
Phone: 301-427-8822

Email: rick.miner@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

MINER.RICHARD.

Digitally signed by

Name: Toby Garfield (Acting for Kristen Koch)
Office: NOAA NMFS SWFSC

Phone: 858-546-7193

Email: toby.garfield@noaa.gov
kristen.c.koch@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.
Digitally signed by

GARFI ELDN EWE GARFIELD.NEWELL.IIl.1228631570

DN:c US,0 U.S.Government,
DoD, PKI, OTHER,
LL.III.1 228631 570 :: G:RFI%ED.NEVSLEJLL.III.'I228631570

Date: 2017.11.06 13:34:04 -08'00"

Signature:
11/06/2017

Date signed:

COSGROVE.RICHAR E‘CN?S‘SQEJ@‘?EZS:?:RDE”..mm;zb B Bue S 602 Covermmams o DoD ou PKI
Sigﬂature: D.E.IIl.1365890672 IOIHER oh COSGROVE RICHARDE 1365850672 Sigﬂature: COTT.1 398604519 Date: 2017 11 07 10:54 56 0500
Date signed:  11/01/2017 Date signed:  11/07/2017
Authorizing Official Bureau Chief Privacy Officer

Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark.graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and

authorities cited. . )
GRAFF.MARK. gt maramimsiaaarss

DN:c US,0 U.S.Government,

Signature: HYRU M.1 5 1 4 ou DoD,ou PKI,ou OTHER,
cn GRAFF.MARK.HYRUM.1514447
Date Slgﬂed. 447892 393%822017,11.13 09:21:50 -05'00"

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA4930 / SWFSC LAN

Unique Project Identifier: NOAA4930

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: NOAA4930 is a General Support
System supporting approximately 375 users consisting of scientific, administrative, and support
staff distributed among the California cities of La Jolla, Monterey, and Santa Cruz. There are a
variety hardware platforms and operating systems interconnected on this network system. The
systems are designed and configured to support the staff in meeting the agency mission.

The primary functions provided include:

Network File Storage, Sharing, and Printing
Internet Access

NMFS Wide Area Network Connectivity
Administrative Support Systems

Scientific Database Access

Scientific Statistical Data Analysis
Geographic Information Systems

Web Based Information Dissemination
Telecommunications

The categories of data inputted, stored and processed include administrative, scientific,
statistical, economic, research and development, and technical.
The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The

following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).
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Questionnaire:
1. What is the status of this information system?

_ This is a new information system. Continue to answer questions and complete certification.
] This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

~ X [This is an existing information system in which changes do not create new privacy

risks. Skip questions and complete certification.

2. Isthe IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

X No

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

X [1Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)
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~ X [Companies
[0 Other business entities

"1 No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?
As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other

personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

X [IDOC employees
_ X [lContractors working on behalf of DOC
X [IMembers of the public

__ [ No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

~ X [1 I certify the criteria implied by one or more of the questions above apply to the
NOAA4930 and as a consequence of this applicability, I will perform and document a PIA for
this IT system.

U1 I certify the criteria implied by the questions above do not apply to the NOAA4930 and
as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO): Samer Tominna_

TOM I N NA‘SAM ER. FAWZI"I 2 Digitally signed by TOMINNA.SAMER.FAWZ1.1231763593

DN:c US,o0 U.S.Government, ou DoD, ou PKI,

Signature of SO: 31763593 Date 20170214 104708 0800 Date: 02/14/17

Name of Information Technology Security Officer (ITSO): Bill Stearn

Digitally signed by
MINER.RICHARD.SCOTT.1398604519

Signature of ITSO: Date: 2017.02.22 15:36:52 05'00' Date:

Name of Authorizing Official (AO): _Kristen Koch

KOCH.KRISTEN.CLARE.136 5¢'0s" s Govermment ou Dobeou ot
Signature of AO: 5892284 Dot 20176322 120001 0800 Date:

Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
GRAFF.MARK.HYR G acaomsiaseres:

DN:c US,o0 U.S.Government,ou DoD, ou PKI,

Signature of BCPO:  UM.1514447892 5.0 osicacssasor " Date:
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
National Weather Service (NWS) Alaska Region
General Support System (GSS)
(NOAAS880)

Reviewed by: , Bureau Chief Privacy Officer

[ Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
] Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
U.S. Department of Commerce Privacy Impact Assessment
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NWS Alaska Region GSS (NOAAS8880)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00
Introduction: System Description

NOAAR8880 is a General Support Services system that supports NWS offices within the Alaska Region. The
servers for the NOAAS8880 are in Anchorage, Alaska. Although there are a variety of hardware and operating
systems, all the activities are interconnected. The system provides direct or indirect mission support for the
NWS as a Government agency. Mission Support infrastructure encompasses Wide Area Networks (WAN),
Local Area Networks (LAN), host computer systems; client-server and web-based server systems. The
system supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics, database
development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases consist of
basic identifying information about employees. The databases are maintained as a supplement to other
employee records for purposes of developing statistical reports and performing other related administrative
tasks. The system also collects and maintains information on volunteers who provide weather reports to
system personnel.

The PII/BII in this system is not shared outside the bureau except in law enforcement cases. The information
is not available to the general public, other NWS Regions, or other NOAA components. General information
is available only to employees of the NWS Alaska Region. Specific information about individual personnel
is available only to authorized NWS Alaska Region Headquarters Administration Staff. The volunteer
databases are accessible to forecast staff so they can contact volunteers for severe weather information.

The legal authorities for information collection addressed in this PIA are:

- 5U.S.C. 301 authorizes the operations of an executive agency, including the creation, custodianship,
maintenance and distribution of records (also listed for NOAA-11).

- 15U.S.C. 1512 is an Organic Law which confers general powers and duties authority to executive
agencies, vesting jurisdiction and control of departments, bureaus, offices and branches (also listed for
NOAA-I11).

- From DEPT-1: Title 5 U.S.C., Title 31 U.S.C. 66a, 492, Title 44 U.S.D. 3101, 3309.

- From DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-332; 15 U.S.C. 1501
et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.
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-  FROM DEPT-18: 44 U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5 U.S.C. 5379; 5 CFR

Part 537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC) 65, July 26, 1999; DAO
210-110; Executive Order 12564; Public Law 100-71, dated July 11, 1987.

This is a FIPS 199 MODERATE impact system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

~ X This is an existing information system with no changes that create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information (BII) is
collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card X
b. Taxpayer ID f. Driver’s License X j. Financial Account X*
c. Employer ID g. Passport X k. Financial Transaction X*
d. Employee ID X h. Alien Registration 1. Vehicle Identifier X
m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

*For government purchases

General Personal Data (GPD)

a. Name X g. Date of Birth X m. Religion
b. Maiden Name h. Place of Birth X n. Financial Information X*
c. Alias i. Home Address X 0. Medical Information X**
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d. Gender X | j. Telephone Number X p. Military Service X
e. Age X k. Email Address X q. Physical Characteristics
f. Race/Ethnicity 1. Education r.  Mother’s Maiden Name

s. Other general personal data (specify): N/A

*Bank information for payroll.

**Limited to doctor’s notes for a medical accommodation, extended illness where employee had to take three days or more of
consecutive sick leave, and WH380 forms for FMLA, stored in the employee's personnel file which is secured in the AMD Chief's
office. Access is limited to “need to know”.

Work-Related Data (WRD)
a. Occupation X d. Telephone Number X g. Salary X
b. Job Title X e. Email Address h. Work History X
c. Work Address X f. Business Associates
Other work-related data (specify): GS level/series, division/organization name, regional office name/location.
Distinguishing Features/Biometrics (DFB)
a. Fingerprints d. Photographs g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans
c. Voice f.  Vascular Scan i.  Dental Profile
Recording/Signatures
j.  Other distinguishing features/biometrics (specify): N/A
System Administration/Audit Data (SAAD)
a. UserID X c. Date/Time of Access X e. 1D Files Accessed
b. IP Address X d. Queries Run f. Contents of Files X
g. Other system administration/audit data (specify): Standard system infrastructure and configuration data.
Other Information (specify)
N/A
2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X Hard Copy: Mail/Fax X Online X
Telephone X Email
Other (specify):N/A

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify): N/A
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Non-government Sources
Public Organizations | | Private Sector Commercial Data Brokers

Third Party Website or Application
Other (specify): N/A

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously deployed.

(Check all that apply.)
Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)
Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards X
Other (specify):

| | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that apply.)

Activities
Audio recordings Building entry readers X
Video surveillance Electronic purchase transactions* X
Other (specify):

*CD435, no PII

| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated. (Check all

that apply.)
Purpose
To determine eligibility For administering human resources programs X
For administrative matters X To promote information sharing initiatives
For litigation X For criminal law enforcement activities X
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For civil enforcement activities For intelligence activities

To improve Federal services online For employee or customer satisfaction
For web measurement and customization X For web measurement and customization
technologies (single-session ) technologies (multi-session )

Other (specify): Weather Data Dissemination

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported by the IT
system, describe how the PII/BII that is collected, maintained, or disseminated will be used. Indicate if
the PII/BII identified in Section 2.1 of this document is in reference to a federal employee/contractor,
member of the public, foreign national, visitor or other (specify).

The NWS Alaska Region Headquarters maintains PII concerning federal employees in the
Alaska Region workforce. This information is managed by the NWS Alaska Region
Headquarters Administration Personnel.
The information maintained includes:
Name
Age, Gender, date and place of birth, home contact information and email address
Position, GS Level/Series, Division/Organization Name, Regional Office Name/Location,
work history
Financial information, medical information, military service information

This information is maintained to aid in maintenance of organization structures, supplementing
management of employee records, and providing statistical data. The information is not shared
with any third parties or unauthorized personnel.

There are also local databases at the local Weather Forecast Office/River Forecast Center
(WFO/RFC), within the boundaries of the system, which maintain information on volunteers
who provide weather reports to staff. The WFO/RFC database information is collected to
contact volunteers when severe weather information is needed. The database holds the
following information on these volunteers:

First and last name
Mailing address
Telephone number (home/cell)
Email address
e Hours to be contacted for severe weather reports
Possession of a rain gauge, anemometer, thermometer, snow stick, or weather station
Brief description of location of spotter’s personal residence
Last time attended spotter class
Community Weather Involvement Program Identification (optional) not all offices
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use this. It’s a locally assigned number from the field office.
e Latitude / Longitude

Non-sensitive PII in these databases is provided on a voluntary basis; volunteers sign up and
provide the information during spotter talks* that the NWS conducts in preparation for the
severe weather season. These databases are accessible to forecast staff so they can contact
volunteers for severe weather information. The information is collected from members of the
public.

* On-site spotter training classes are conducted annually in various locations in the system area. The
spotter training class is designed for people new to severe storm spotting, as well as those that need
refresher training. The training is comprised of all of the information that spotters need to be effective and
stay safe. Information on the trainings is posted on the applicable NWS Web site.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the PII/BII will
be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X*
Federal agencies X*
State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities

Other (specify):
*For law enforcement purposes
| | The PII/BII in the system will not be shared. |

6.2  Indicate whether the IT system connects with or receives information from any other IT systems
authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
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X No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3  Identify the class of users who will have access to the IT system and the PII/BIL. (Check all that
apply.)

Class of Users

General Public Government Employees X
Contractors X
Other (specify): N/A

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or disseminated
by the system. (Check all that apply.)

X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.

X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: _http://www.nws.noaa.gov/om/coop/index.htm

X Yes, notice is provided by other means. | Specify how:
For the volunteer database, users are notified on the volunteer
cooperative agreement form (see PAS).

For the workforce database, individuals are notified by NOAA
Workforce Management via email, that the collection of PII is
mandatory as a condition of employment.

No, notice is not provided. Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

X Yes, individuals have an opportunity to | Specify how:

decline to provide PII/BII. Prospective volunteers may choose not provide the non-
sensitive PII, by not completing the volunteer form, and thus
will not become volunteers.

For the workforce database, individuals may decline having
their PII added to this database by providing a written request to
the Chief, Administrative Division, when they start work within
the office; however, this action will affect their employment
status.

No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BIL
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7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of their PII/BII.
X Yes, individuals have an opportunity to | Specify how:

consent to particular uses of their For the volunteer database, the information is provided on a

PII/BII. purely volunteer basis and users provide the PII to participate in
the program which constitutes consent to use of information for
the stated purpose. The NOAA Web site privacy policy states
"Submitting voluntary information constitutes your consent to
the use of the information for the stated purpose. When users
click the "Submit" button on any of the Web forms found on our
site, they are indicating voluntary consent to use of the
information they submit for the stated purpose."”
For the workforce database, written consent to only particular
uses of PII must be submitted to the Chief, Administrative
Division. However, failure to consent to all particular uses may
affect employment status.

No, individuals do not have an Specify why not:

opportunity to consent to particular

uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII pertaining to them.
X Yes, individuals have an opportunity to | Specify how: Specify how: For the volunteer database,

review/update PII/BII pertaining to
them.

users may request to review their data from, and send updates if
needed, to their local station manager.

For the workforce database, PII is routinely updated as an
employee's role or position changes. Employees may request
their information from, and ask that it be updated through, their
supervisors. Updates are made by the following authorized
individuals: the Workforce Program Manager, the Travel
Program and Workforce Support Assistant, and the
Administrative Management Division (AMD) Chief.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:

Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that apply.)
All users signed a confidentiality agreement or non-disclosure agreement.
All users are subject to a Code of Conduct that includes the requirement for confidentiality.
X Staff received training on privacy and confidentiality policies and practices.
X Access to the PII/BII is restricted to authorized personnel only.
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X Access to the PII/BII is being monitored, tracked, or recorded.
Explanation: PII/BII is tracked on paper records and stored in HR controlled spaces.

X The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): July 18, 2017

(] This is a new system. The A&A date will be provided when the A&A package is approved.

X The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 recommended security and
privacy controls for protecting PII/BII are in place and functioning as intended; or have an approved Plan
of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

Access to the system maintaining the PII is controlled by access via Active Directory and the
use of Common Access (CAC)/Personal Identity Verification (PIV) cards. Only employees
with authority to maintain this database are allowed access to the information.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (4 new system of records notice (SORN) is required if the system is not covered by an existing
SORN).

As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which information is
retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual.”

| X | Yes, this system is covered by an existing system of records notice (SORN).
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Provide the SORN name and number:

The following SORNS apply to the information on this system: NOAA-11, Contact information for
members of the public requesting or providing information related to NOAA’s mission;

DEPT-1 :Attendance, Leave, and Payroll Records of Employees and Certain Other Persons;
DEPT-18: Employees Personnel Files Not Covered by Notices of Other Agencies

DEPT-13, Investigative and Security Records:

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1 Indicate whether these records are covered by an approved records control schedule and monitored for
compliance. (Check all that apply.)

X There is an approved record control schedule.

Provide the name of the record control schedule:

Chapter 1300 National Weather Service Records Disposition Schedule

General Records Schedule (GRS) 20, issued by National Archives and Records Administration (NARA)
No, there is not an approved record control schedule.

Provide the stage in which the project is in developing and submitting a records control schedule:

X Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)

Disposal

Shredding X Overwriting X
Degaussing X Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the organization if PII
were inappropriately accessed, used, or disclosed.

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

X Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.
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11.2 Indicate which factors were used to determine the above PII confidentiality impact levels. (Check all

that apply.)
X Identifiability Provide explanation: Individuals may be identified.
X Quantity of PII Provide explanation: Limited amount of PII stored.
X Data Field Sensitivity Provide explanation: Human resources information is stored,
including DOBs.
Context of Use Provide explanation: Employee information only.
Obligation to Protect Confidentiality | Provide explanation:
X Access to and Location of PII Provide explanation: Secured database managed by federal
employees with limited user privileges.
Other: Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Yes, the conduct of this PTA results in required business process changes.
Explanation:

X No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Yes, the conduct of this PIA results in required technology changes.
Explanation:

X No, the conduct of this PIA does not result in any required technology changes.
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Points of Contact and Signatures

Information System Security Officer or
System Owner

Name: Angel Corona

Office: NWS/AR

Phone: 907-271-5119

Email: angel.corona@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

W C 3%1‘%‘?5& M.1187109503
Signature: LT Date: 2017.11.15 12:53:49 0900

Date signed:

Information Technology Security Officer

Name: Andrew Browne

Office: NOAA OACIO

Phone: 301-427-9034

Email: andrew.browne @noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

BROWNE.ANDREW.P oigiysigneay

BROWNE ANDREW PATRICK 1472149349

Signature: ATRICK.1472149349 oae 2171115113837 500"

Date signed:

Authorizing Official
Name: Carven Scott

Office: NWS/AR

Phone: 907-271-5131

Email: carven.scott@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

VARN.RICHARD.ALA Ogshysgrasty =
Signature: N-11.1073462041 o0

Date 2017 11 16 0838 59 0500"

Date signed:

Bureau Chief Privacy Officer
Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark. graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

GRAFF.MARK.HYRU  pguiysomsy cser wackimuu 1sisuma
Signature: M.1514447892 Frrir i

OUSOTHER ¢
Date:2017 11 % 03.47-%) 0500

Date signed:
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This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA/National Weather Service (NWS) Alaska Region General Support

System (GSS) (NOAA8880)
Unique Project Identifier: [Number]

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

NOAAS8880 is a General Support Services system that supports NWS offices within the Alaska
Region. Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a Government
agency. Mission Support infrastructure encompasses Wide Area Networks (WAN), Local Area
Networks (LAN), host computer systems; client-server and web-based server systems. The system
supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics,

database development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases
consist of basic identifying information about employees. The databases are maintained as a
supplement to other employee records for purposes of tracking job vacancies, developing statistical
reports, and performing other related administrative tasks. The system also collects and maintains

information on volunteers who provide weather reports to system personnel.

The PII/BII in this system is not shared. The information is not available to the general public, other
NWS Regions, or other NOAA components. General information is available only to employees of
the NWS Alaska Region. Specific information about individual personnel is available only to
authorized NWS Alaska Region Headquarters Administration Staff. The volunteer databases are

accessible to forecast staff so they can contact volunteers for severe weather information.
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Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
] This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources 1. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X _[1 Thisis an existing information system in which changes do not create new

privacy 118kS. Continue to answer questions, and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”
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'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

"1 Companies
[ Other business entities

X [T No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information” refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that

apply.)
X [ DOC employees
X [0 Contractors working on behalf of DOC
X [ Members of the public

I No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
~ X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X
No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

_ X [I certify the criteria implied by one or more of the questions above apply to the NWS
Alaska Region General Support System (GSS) (NOAA8880) and as a consequence of this
applicability, I will perform and document a PIA for this IT system.

[ I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):

\ Digitally signed by
w Cm CORONA.ANGEL.M. 1187109503
Signature of ISSO or SO: R 2017.11.15 12:57:02 -00'00° Date:

Name of Information Technology Security Officer (ITSO):

BROWNE.ANDREW.PA  Dgtaly sgned by

ROWNE.ANDREW PATRICK.1472149349

Signature of ITSO: TRICK.1472149349 Date: 2017.11.15 11:28:40 -05'00' Date:

Name of Authorizing Official (AO):

VARN.RICHARD.ALAN.II. 3&%%?@::2&8&%.".1073462041

Signature of AO: 1073462041 Date: 2017.11.16 08:39:46 05'00' Date:

Name of Bureau Chief Privacy Officer (BCPO): MARK GRAFF
GRAFF.MARK.HYRUM.1 Sy soresor ssarrw o sisarsz

DN ¢ US, o US Govemment, ou DoD, ou PKI,
ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature ofBCPO: 514447892 Date 2017 11 16 08 48 05 0500 Date:
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Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Thursday, November 16, 2017 1:26 PM

To: Gioffre, Kathy (Federal); Ferguson, Dorrie; CPO; Toland, Michael

Cc: Mark Graff NOAA Federal; Kyle Quashnick NOAA Federal; Nikole Gallegos NOAA
Federal; Andrew Browne NOAA Affiliate; Jacqueline Reinhart NOAA Federal

Subject: NOAAB8880 PTA revised per CRB

Attachments: NOAA8880 PTA_11 16 2017_per CRB.pdf; NOAA8880(11 16 17)Final NOAA

response.docx

Attached are the revised PTA and the minutes with our responses.
thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MM



Privacy Impact Assessment (PIA) Compliance Review Board (CRB) Meeting Minutes
NOAA National Weather Service (NWS) Alaska Region General Support System (GSS)
(NOAAS8880)

November 16, 2017

Attendees:

Privacy Team
Kathy Gioffre

Mike Toland
Dorrie Ferguson

NOAA

Mark Graff

Sarah Brabson
Eric Cline (OCIO)
Kyle Quashnick
Christian Brown
Andrew Brown

Results/Conclusion:
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U.S. Department of Commerce Privacy Threshold Analysis
National Weather Service/NOAAS8880 General Support System

Unique Project Identifier: [Number]

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: Provide a general description of the

information system and its purpose in a way that a non-technical person can understand.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).

NOAAZS8S80 is a General Support Services system that supports NWS offices within the Alaska
Region. Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a Government
agency. Mission Support infrastructure encompasses Wide Area Networks (WAN), Local Area
Networks (LAN), host computer systems; client-server and web-based server systems. The system
supports a variety users, functions, and applications. Supported applications include weather
forecaster supporting web applications, word processing, spreadsheets, presentation graphics,
database development and management, electronic mail, and image processing.

The NWS Alaska Region (AR) Wide Area Network (WAN)/Local Area Network (LAN) databases
consist of basic identifying information about employees. The databases are maintained as a
supplement to other employee records for purposes of tracking job vacancies, developing statistical
reports, and performing other related administrative tasks. The system also collects and maintains
information on volunteers who provide weather reports to system personnel.

The PII/BII in this system is not shared. The information is not available to the general public, other
NWS Regions, or other NOAA components. General information is available only to employees of
the NWS Alaska Region. Specific information about individual personnel is available only to

authorized NWS Alaska Region Headquarters Administration Staff. The volunteer databases are
accessible to forecast staff so they can contact volunteers for severe weather information.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
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This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

__ X __ This is an existing information system in which changes do not create new privacy

1i8KS. Continue to answer questions, and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

X Yes. There are building entry card readers and electronic purchase transactions.

No

Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

'] Companies
[ Other business entities

X [ No, this IT system does not collect any BII.

Personally Identifiable Information
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4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PII)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other

personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about:

X _[1DOC employees
] Contractors working on behalf of DOC
_ X Members of the public

_[INo, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
~X_ Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

_ X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [l certify the criteria implied by one or more of the questions above apply to the NWS
Alaska Region General Support System (GSS) (NOAA8880) and as a consequence of this
applicability, I will perform and document a PIA for this IT system.

1 I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):

C Digitally signed by
. ( l A ?S W,_O\COF{ONA.ANGEL.M:1187109§O3'
Slgnaturc Of ISSO or SO: Date: 2017.11.15 12:57:02 -09'00 Date:

Name of Information Technology Security Officer (ITSO):

BROWNE.ANDREW.PA Digtally signed by

ROWNE.ANDREW PATRICK.1472149349

Signature of ITSO: TRICK.1472149349 Date: 2017.11.15 11:28:40 -0500' Date:

Name of Authorizing Official (AO):

Signature of AQ: 1073462041 Date: 2017.11.16 08:39:46 05'00' Date:

Name of Bureau Chief Privacy Officer (BCPO): MARK GRAFF
GRAFF.MARK.HYRUM.1 Qi sonedty GRATF MARK HRUM 1514447502

ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signaturc Of BCPO 514447892 Date 2017 11 16 08 48 05 0500 Datc:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Thursday, November 16, 2017 2:57 PM

To: Gioffre, Kathy (Federal); Ferguson, Dorrie; CPO; Toland, Michael

Cc: Mark Graff NOAA Federal; Renita Depp NOAA Affiliate; Jovan Lovelace NOAA
Affiliate; Chi Kang; Jean Apedo NOAA Federal

Subject: NOAA0100 response to actions from Nov 9 CRB

Attachments: NOAAO0100(11 9 17)Final_noaa response.docx; NOAA0100 PTA revised 110917.pdf

Here's the revised PTA again, now that we have OCIO concurrence on the privacy concerns. Also, the
minutes with our responses.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce DM
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U.S. Department of Commerce Privacy Threshold Analysis
NOAA Cyber Security Center

Unique Project Identifier: 006-48-02-00-01-3511-00

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: Provide a general description of the

information system and its purpose in a way that a non-technical person can understand.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).

NOAAO0100, the NOAA Cyber Security Center (NCSC) is a functional body of technologies,
processes, and practices designed to support the NCSC mission to protect NOAA networks,
computers, programs, and data from cyber-attack, damage, and unauthorized access, enabled by
the strategic shift of all NOAA Federal Information System Management Act (FISMA)
identified systems to practicing continuous monitoring and real-time assessments. NOAA0100
NCSC monitors NOAA security from four locations, Silver Spring, MD; Boulder, CO; Seattle,
WA; and Fairmont, WV. All locations receive mirrored traffic of data feeds both incoming and
outgoing for all NOAA internal offices. Silver Spring, MD; Boulder, CO; Seattle, WA; and
Fairmont, WV receive two mirrored feeds. The sub-components of NOAA0100 NCSC are:

Trusted Internet Connection Access Point (TICAP)

NOAAO0100 provides Trusted Internet Connection (TIC) Access Provider (TICAP) services
grouped together in a physical TIC stack at each of the NOAA TICAP Locations. The physical
TIC stack is comprised of the following:

a) Web Content filtering

b) Netflow

c¢) Packet Capture

d) Firewall Services

e) Intrusion Detection Sensor

f) Network System Information and Event Manager (SIEM) for logging, monitoring, and event
correlation.

g) Network Time Protocol (NTP) Stratum 1 system

h) NCPS (Einstein 2)

1) Malware analysis/detection Tools
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General Support Systems (GSS)

The NOAAO0O100 GSS is an interconnected set of information resources under the same direct
management control that shares common functionality. It includes all inventoried hardware,
software and communication mediums utilized to support the NOAA0100 mission.

System Administration Support (SAS): The SAS team works to ensure that the technologies
supported by NOAAO100 are maintained. SAS ensures that all components, hardware and
software, within the NOAAO0100 are authorized, configured, and managed appropriately; to
include patch management implementation activities via ECMO (BigFix), SCCM and RedHat
Satellite.

Enterprise Support Services

Security Operations Center (SOC): The SOC monitors, detects, responds to security events and
works with Security Information and Event Management (SIEM) technology and an integrated
workflow to identify events of interest hidden in mountains of log data to consistently improve
security intelligence capabilities. SOC provides NOAA0100 with a complete picture of security
incidents and the ability to make informed security decisions. The SOC leverages existing
NOAAO0100 monitoring tools and intelligence to collect and accurately analyze logs produced by
application, system or network devices coupled with SIEM content to detect possible incidents by
employing security intelligence, workflow, repeatable processes and procedures. SOC team members
work with NOAA to further understand the threat landscape, the associated risks to the organization,
the ability to employ proper security controls and content to generate events of interest which are
then triaged and analyzed.

NOAA Computer Incident Response Team (NCIRT): The NCIRT responds to suspected or verified
information technology (IT) security incidents. This includes determining if an IT security incident
has taken place; how the incident occurred; what the root cause of the incident is; and what is the
scope of the incident. Once root cause and scope are determined, NCIRT establishes what
countermeasures are to be deployed to defend, contain, eradicate, and recover from the incident.
During an IT security incident, the NCIRT role is the authority overseeing and managing every phase
of the incident response effort. The NCIRT focuses on maintaining and supporting the mission of the
affected system(s) and recognizes when downtime tolerance is minimal or nonexistent. The NCIRT
provides incident response (IR) for the affected site and works closely with the cooperation of
System Owners and users. Cooperation between NCIRT and customers is paramount to the
development of a successful containment plan, effective corrective actions and eradication, and, if
warranted, a holistic and effective recovery.

Enterprise Security Solutions (ESS): The ESS team works to engineer and manage a services-
oriented security architecture for NOAA and then integrating the architecture in a multi-layered
approach. The ESS team members look at the NOAA enterprise environment to determine how to
layer web content filtering; deploying, managing and running vulnerability scanner tools; i.e. Tenable
Nessus Security Center. The ESS task of integrating enterprise services builds for NOAA a holistic
security reporting and monitoring operations capability. TICAP is a functional component of ESS.
Enterprise Security Operations Center (ESOC): The DOC ESOC provides a comprehensive
understanding of cybersecurity posture and threat activity across the Department. It provides
Commerce executive leadership with a holistic understanding of cyber risk on a near real time basis
and provides recommendations on both immediate and long-term actions which should be taken to
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reduce risk. It is also responsible for facilitation of cyber intelligence information sharing and
coordination of threat monitoring across the Commerce and its OUs.

The ESOC is staffed on a 24x7 basis with personnel skilled in cyber intelligence analysts, network
analysis, vulnerability management, and malicious code analysts. ESOC personnel utilize multiple
tools such as Security Information and Event Management (SIEM) tools, distributed security
analytics capabilities, Enterprise Governance Risk and Compliance (EGRC) tools and other similar
technologies which centralize and prioritize security posture and threat information. ESOC has
access to multiple levels of classified systems to ensure better collection and sharing of all levels of
cyber threat intelligence.

The ESOC facilitates the collection and use of information about cyber threats and vulnerabilities
which could impact the cyber risk posture of DOC systems. It prioritizes sharing of actionable cyber
intelligence with all appropriate network defenders and ensuring that cyber threat indicators are
effectively managed and actioned within the DOC environment.

Although the ESOC is concerned with any cyber-attacks against the DOC or its OUs, it places
emphasis on targeted attacks that specifically seek to infiltrate Commerce systems to steal
information, disrupt operations, compromise data integrity, or use the Department as a launching pad
for other attacks. Threat monitoring efforts focus on detecting Indicators of Compromise (I0C),
malicious code, and patterns of malicious activity at the Internet gateway level as this generally
provides the best coverage for detection without interfering with ongoing mission critical systems at
the OU level. Additionally, efficiency can be gained by launching sources for unique IOCs from a
single source that covers internet traffic from multiple OUs. The ESOC does not have any view into
encrypted traffic supporting either Commerce activities or employee’s limited personal use of the
Internet. The ESOC relies on collected information from Trusted Internet Connection Access
Provider (TICAP), Managed Trusted Internet Protocol Service (MTIPS), Enterprise Cybersecurity
Monitoring and Operations (ECMO), OU SOCs and other sources.

Although NOAAO0100 does not solicit, collect, maintain, or disseminate PII/BII, it is possible for
individuals to voluntarily make such information available. Typical examples of the types of PII/BII
that may become available to NOAAO0100 include names of individuals and businesses, images from
photos or videos, screen names, email addresses, etc. NOAA0100 does not ask individuals to post
information on its SM/W2.0 websites or applications. Information that individuals voluntarily submit
as part of the investigative process is entered as evidence for the NOAA Cyber Security Center
[NOAAO0100].

As part of NOAA’s Continuous Monitoring Operations, sensitive PII is subject to capture,
maintenance, and dissemination as part of the NCSC functions. This collection includes Deep Packet
Inspection (DPI) inspected within TICAP, and is consented to at the time of user login.

PII/BII from any government or non-government source may be in the system as evidence of a
breach.

NOAA shares all breach incident information with DOC and United States Computer Emergency
Readiness Team (US-CERT), as well as law enforcement if applicable.

The applicable authority is for civil employment, 5 U.S.C. 301.
The applicable authority for collection of PII as part of a breach investigation is the Privacy Act of
1974.
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This is a HIGH impact system.
Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
X _[1 Thisis an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

J. Other changes that create new privacy risks (specify): New incident reporting platform (NIRRA)

] This is an existing information system in which changes do not create new privacy

1isKS. Continue to answer questions, and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

X _Yes. Please describe the activities which may raise privacy concerns.

All information transmitted on NOAA networks is subject to network monitoring tools, inspection,
continuous monitoring operations, and collection as part of the NCSC mission, and may involve
voluminous collections of sensitive PII, including SSNs. As part of a computer incident response
inquiry, the NOAAO0100 system may have PII data to include Social Security Numbers included in its
investigation that may have been part of the original incident. For example, if an individual transmits
a list of social security numbers in violation of NOAA PII policies, this original list may be part of
the investigation supporting artifacts. Additionally, if a disk image or file contains PII, the retention
is pertinent to the collection of incident information from the affected system.

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?
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As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that

apply.)
X [ Companies
X [ Other business entities

1 No, this IT system does not collect any BII.

Personally Identifiable Information
Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

X [ DOC employees
X [ Contractors working on behalf of DOC
X [ Members of the public

I No, this IT system does not collect any PII.

If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?

X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

X Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X I certify the criteria implied by one or more of the questions above apply to the
NOAAO0100 NCSC and as a consequence of this applicability, PIA for this IT system necessary.

I certify the criteria implied by the questions above do not apply to the NOAA0100
NCSC and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO): _ Renita L. Depp

Signature Of ISSO DEPP.RENITA.LYNETTE.1501340789 a Date:

Name of Information System Owner (SO): _ Chi Y. Kang
Digitally signed by KANG.CHLYUN.1246231652
KANG’CH I 'YU N ’1 2462 Dll\?:lcidss,lgzz.s. éovernment, ou=DoD, ou=PKI,

Signaure of SO: 31652 O e N

Name of Information Technology Security Officer (ITSO): Jean Apedo
APEDO.JEAN. 567

1 1 88076064 gr\: APEDO JEAN 1188076064

Date: 20170919 10:11:15 0400

Signature of ITSO: Date:

Name of Authorizing Official (AO): Douglas Perry
PERRY.DOUGLAS.A. 13658472 Gteosrsiiin oo e

70 0u=OTHER, cn=PERRY.DOUGLAS.A.1365847270
Signature of AO: Date: 2017.09.20 15:15:42 04§)ate:
Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
Digitally signed by GRAFF.MARK.HYRUM.1514447892
G RAF F'MARK' HYRU M . 1 5 1 44 DN: c=US, 0=U.S. Government, ou=DoD, ou=PKI,
. =OTHER, cn=GRAFF.MARK.HYRUM.1514447892
Signature of BCPO: 47892 Date 2017.09.20 16185324860




Privacy Impact Assessment (PIA) Compliance Review Board (CRB) Meeting Minutes
NOAA Cyber Security Center (NCSC) (NOAAO0100)
November 9, 2017

Attendees:

Privacy Team
Kathy Gioffre

Mike Toland
Dorrie Ferguson

NOAA

Mark Graff

Sarah Brabson

Joe Brust

Eric Cline (OCIO)
Christian Brown (OCIO)
Rebecca Hall-Herndon
Renita Depp

Jovan Lovelace




James Brown - NOAA Federal
|

From: James Brown NOAA Federal

Sent: Friday, November 17, 2017 7:46 AM

To: Sarah Brabson NOAA Federal

Cc: Mark Graff NOAA Federal

Subject: UPDATED OAR FY18 PTA Submission NOAA3070
Attachments: FY18 PTA OAR NOAA3070 Corrected.pdf

Hi Sarah,

Attached is the updated PTA for NOAA3070. I apologize for the oversight.
Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC llI

Silver Spring, MD 20910

Office: 301.734.1116

On Mon, Nov 6, 2017 at 10:21 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
James, the NOAA3070 PTA is last year's (2016 signatures). Please send us a current one. Mark will start
signing the others in the meantime. thx Sarah

On Thu, Nov 2, 2017 at 8:12 AM, James Brown NOAA Federal <james.|.brown@noaa.gov> wrote:
Sarah,

The Google Drive shared folder link below contains FY18 Privacy Threshold Analysis (PTA) forms
for your review and the signature of the NOAA Chief Privacy Officer. Please contact me if you
have any questions or concerns regarding the PTA forms.

FISMA System IDs
NOAA3000/0OARHQ
NOAA3040/ARL
NOAA3070/GFDL
NOAA3080/GLERL
NOAA3090/NSSL
NOAA3100/PMEL
NOAA3400/BNOC
NOAA3500/ESRL

Regards,



James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

Sarah D. Brabson

IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MM
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Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Friday, November 17, 2017 9:04 AM

To: Mark Graff NOAA Federal

Subject: Fwd: UPDATED OAR FY18 PTA Submission NOAA3070
Attachments: FY18 PTA OAR NOAA3070 Corrected.pdf

Mark Please sign the attached NOAA3070 PTA, which was previously sent with 2016 signatures. | asked
James to remind Jeremy about 3090 but will also remind Jeremy directly.

thx Sarah

Forwarded message
From: James Brown - NOAA Federal <james.|.brown@noaa.gov>
Date: Fri, Nov 17, 2017 at 7:45 AM
Subject: UPDATED OAR FY18 PTA Submission NOAA3070
To: Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov>
Cc: Mark Graff NOAA Federal <mark.graff@noaa.gov>

Hi Sarah,
Attached is the updated PTA for NOAA3070. I apologize for the oversight.
Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC llI

Silver Spring, MD 20910

Office: 301.734.1116

On Mon, Nov 6, 2017 at 10:21 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
James, the NOAA3070 PTA is last year's (2016 signatures). Please send us a current one. Mark will start
signing the others in the meantime. thx Sarah

On Thu, Nov 2, 2017 at 8:12 AM, James Brown NOAA Federal <james.|.brown@noaa.gov> wrote:
Sarah,

The Google Drive shared folder link below contains FY18 Privacy Threshold Analysis (PTA) forms
for your review and the signature of the NOAA Chief Privacy Officer. Please contact me if you
have any questions or concerns regarding the PTA forms.

FISMA System IDs



NOAA3000/0ARHQ
NOAA3040/ARL
NOAA3070/GFDL
NOAA3080/GLERL
NOAA3090/NSSL
NOAA3100/PMEL
NOAA3400/BNOC
NOAA3500/ESRL

Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce M

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MBI
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Martin, Lisa (Federal)
. _________________________________________________________________________________________________________________________________________________________|]

From: Martin, Lisa (Federal)
Sent: Friday, November 17, 2017 1:50 PM
To: Townsend, Janice; Barnes, Donald; Daniel, Tiffany; Griner, Audra; Rose, Carol;

Crenshaw, Byron; Bachman, Robin J; Dwivedy, Raghawendra K; Roberson, Jeffrey
(Federal); Kong, Stephen (Federal); Moulder, Pamela (Federal); Ramsey, Joe; Arnold,
Josephine (Federal); Schiller, Susannah B.; Schmidt, Carolyn M.; Glenn, K. Robert;
Fletcher, Catherine; Graff, Mark (Federal); Brabson, Sarah (Federal); Williams, Eric
(Contractor); Swisher, Robert (Federal); Williams, Markia; Kang, Shine; Miller,
Michael; Klemmer, Richard; Lynch, Heather; Jones, Stephen; Pham, Toan; Berg,
Robin; Gioffre, Kathy (Federal); Ferguson, Dorrie (Federal); Pardun, John

Cc: Toland, Michael (Federal); Murphy, Tahira (Federal)
Subject: Privacy Council Meeting Minutes
Attachments: Monthly PC Mtg Mins (10 24 17).docx

Good Afternoon,
Attached are the meeting minutes for the Privacy Council Telecom held on October 24, 2017.

Thanks,
Lisa

Lisa J. Martin

Lisa J. Martin

Deputy Director of Departmental Privacy Operations
U.S. Department of Commerce

Office of Privacy and Open Government

Office: (202) 482-2459

Email: LMartinl@doc.gov



Monthly Privacy Council Telecom Meeting Minutes
October 24, 2017

Hosted by: Dr. Catrina D. Purvis, Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO)
Attendees:

OPOG Privacy Team

Kathy Gioffre — Chief Privacy Compliance Officer/OS Bureau Chief Privacy Officer (BCPO)
Lisa Martin — Deputy Director for Departmental Privacy Operations

Tahira Murphy — Digital Privacy Operations Analyst

Michael Toland — Departmental Freedom of Information Act (FOIA) & Privacy Act (PA) Officer

Office of the Chief Information Officer
Ja’Nelle DeVore — Director, Office of Cyber Security

Office of General Counsel
Colin Holmes — Senior Advisor to the General Counsel

Bureau Chief Privacy Olfficers/Points of Contact

Janice Townsend BEA
Tiffany Daniel BIS
Audra Griner BIS
Raghawendra Dwivedy Census Bureau
Jeffrey Roberson EDA
Pamela Moulder ESA
Joe Ramsey ITA
Josephine Arnold MBDA
Catherine Fletcher NIST
Carolyn Schmidt NIST
Sarah Brabson NOAA
Mark Graff NOAA
Markia Williams NTIA
Heather Lynch NTIS
Stephen Jones oIG
John Pardun USPTO




Agenda Topics Discussed

CPO’s Corner

SSN Fraud Prevention Act (P.L. 115-59)

>

>

This Act implements restrictions on mailing documents that include a Social Security number
(SSN).

In order to provide an accurate report to Congress, a data call will be issued to the BCPOs. The
data call will include the “inventory of forms” spreadsheet that was recently completed during the
FY 2017 Federal Information Security Modernization Act (FISMA) reporting period. There will
be questions added regarding the mailing of forms containing SSNs (e.g., Have hard copies of the
form containing SSNs been mailed to individuals? Can the SSN be redacted from or truncated on
the form prior to mailing? Has a blank form been sent to a recipient in which it must be returned
with the SSN on the form?).

The SAOP’s staff will draft initial criteria to address the Department’s issuance of regulations to
minimize the usage of full SSNs when mailed out or required to be received via mail. The draft
will be provided to the Privacy Council for comments.

DOC Privacy Program Plan

>

The DOC Privacy Program Plan is posted to our Privacy website under Privacy Laws, Policies

and Guidance. It is also located at the Office of Privacy and Open Government’s main page under

Hot Topics.

The DOC Privacy Program Plan includes several topics, such as:

= Continuous Monitoring Strategy (CMS) — The CMS addresses the Appendix J controls,
privacy overlays, and NIST SP 800-122 controls.

=  Workforce Management — The SAOP continuously works with the Human Resources
Director and Chief Information Officer (CIO) to recruit, retain, and train privacy and IT
professionals, as well as enhance a current workforce planning process. In FY 2018, BCPO
participation in this process will be required. More to come.

Federal Privacy Summit

>

The Federal Privacy Summit will be held on Tuesday, December 12, 2017, at the Department of
Transportation. Details will be forthcoming.

Departmental Privacy Updates

FY 2017 SAOP FISMA Reporting

>

Thank you for your support in providing the information needed to complete the FY 2017 SAOP

FISMA Report. It was a collaborative effort in which the Department was able to complete it

within the limited timeframe.

142 IT systems were reported as processing personally identifiable information (PII) on members

of the public. 125 of these IT systems had an up-to-date PIA (88%). 119 IT systems had a PIA

approved by the SAOP prior to the authorization/re-authorization, which is a great improvement

compared to 22 IT systems reported in FY 2016.

69 System of Records Notices (SORNs) were reported, in which 100% of the SORNs were up-to-

date.

There were 155 PII incidents reported in FY 2017, which is a 32% decrease from FY 2016. This

total includes only one (1) scanning incident per bureau.

* InFY 2018, scanning incidents will no longer be reported as one (1) incident. Each scanning
incident will be reported in an effort to ensure that the new configurations of printers are
preventing the scanning and sharing of sensitive PII.

2



e Upcoming Training
» On December 1, 2017, the Federal Trade Commission (FTC) and Department of Education will

co-host an Education Technology Workshop to examine how the FTC’s rule implementing the
Children’s Online Privacy Protection Act applies to schools and intersects with the Family
Educational Rights and Privacy Act. This workshop is scheduled from 9:00 a.m. to 4:45 p.m. in
the Constitution Center located at 400 7™ Street, SW. A live webcast will be available on FTC’s
website.

Privacy Act Updates

e System of Records Notices (SORNs)

» Currently, there are 106 SORNSs; 14 will be abolished and 92 will be amended.

» There are multiple levels of review, so don’t wait until the last minute to amend or develop a
SORN. The goal is to have 100% of SORNs published in FY 2018 in order to report 100%
compliance in the FY 2018 FISMA report.

» Bureaus/operating units (B/OUs) are required to send their draft plans for SORN updates or
request an extension by November 1, 2017.

e Privacy Act Handbook
» The Privacy Act Handbook will be updated by the summer of FY 2018.

Privacy Compliance Updates

e PlAs are required to be reviewed on an annual basis.

» If there are no changes to the system which create new privacy risks, then the recertification form
and the last SAOP approved PIA with updated signatures must be submitted to CPO@doc.gov.

» A recertification package must be submitted at least two (2) weeks prior to a scheduled
Compliance Review Board (CRB) meeting. If not received, then the assumption is that there are
changes to the system which create new privacy risks and a CRB meeting is required.

» Until further notice, PIAs must also be submitted to the Department’s Office of the Chief
Information Officer at DOCITSecurity@doc.gov.

e The I* Quarter CRB schedule will be posted by October 27.

BCPO Round Robin

e USPTO - John Owens, USPTO’s BCPO/CIO, is leaving the Department soon.

e NIST — Does the BCPO have to sign all IT Compliance in Acquisition Checklists or can this
responsibility be delegated? SAOP/CPO answer: Yes, the BCPO must sign all of these checklists.
The responsibility has already been delegated from the SAOP/CPO to the BCPO.

Next Privacy Council Meeting

e The regularly scheduled Privacy Council meeting on November 28, 2017 will be canceled.
e The next face-to-face Privacy Council meeting will be held on Wednesday, December 13, 2017.



Action Items

Action Due Date

Item # Assigned Given Description

1. Lisa Martin 10/30/17 | Issue data call for SSN Fraud Prevention Act.

SAOP/CPO Draft initial criteria for issuance of regulations to minimize use
2. Staff 12/13/17 | of SSNs via mail.
Send draft plan for SORN updates or request extension to

3. B/OUs 11/01/17 | Mike Toland.
4, Kathy Gioffre 10/27/17 | Post 1* quarter CRB schedule.




Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Monday, November 20, 2017 8:21 AM

To: Sarah Brabson NOAA Federal

Subject: Re: UPDATED OAR FY18 PTA Submission NOAA3070
Attachments: FY18 PTA OAR NOAA3070 Corrected mhg.pdf

Signed and attached thanks!

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

DN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Fri, Nov 17, 2017 at 9:03 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Mark Please sign the attached NOAA3070 PTA, which was previously sent with 2016 signatures. | asked
James to remind Jeremy about 3090 but will also remind Jeremy directly.

thx Sarah

Forwarded message
From: James Brown - NOAA Federal <james.|.brown@noaa.gov>
Date: Fri, Nov 17, 2017 at 7:45 AM
Subject: UPDATED OAR FY18 PTA Submission NOAA3070
To: Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov>
Cc: Mark Graff NOAA Federal <mark.graff@noaa.gov>

Hi Sarah,
Attached is the updated PTA for NOAA3070. I apologize for the oversight.
Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116



On Mon, Nov 6, 2017 at 10:21 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
James, the NOAA3070 PTA is last year's (2016 signatures). Please send us a current one. Mark will start
signing the others in the meantime. thx Sarah

On Thu, Nov 2, 2017 at 8:12 AM, James Brown NOAA Federal <james.l.brown@noaa.gov> wrote:
Sarah,

The Google Drive shared folder link below contains FY18 Privacy Threshold Analysis (PTA)
forms for your review and the signature of the NOAA Chief Privacy Officer. Please contact me if
you have any questions or concerns regarding the PTA forms.

FISMA System IDs
NOAA3000/OARHQ
NOAA3040/ARL
NOAA3070/GFDL
NOAA3080/GLERL
NOAA3090/NSSL
NOAA3100/PMEL
NOAA3400/BNOC
NOAA3500/ESRL

Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

301 628 5751
(0)6) ]



Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Co DB
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U.S. Department of Commerce
National Oceanic and Atmospheric Administration

Privacy Threshold Analysis
For OAR GFDL (NOAA3070)
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U.S. Department of Commerce Privacy Threshold Analysis
NOAA OAR GFDL (NOAA3070)

Unique Project Identifier: NOAA3070

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: The Office of Oceanic and
Atmospheric Research’s Geophysical Fluid Dynamics Laboratory (GFDL) is general support
facility. GFDL is engaged in comprehensive long lead-time research fundamental to NOAA's
mission. Scientists at GFDL develop and use mathematical models and computer simulations to
improve our understanding and prediction of the behavior of the atmosphere, the oceans, and
climate. GFDL scientists focus on model-building relevant for society, such as hurricane
research, prediction, and seasonal forecasting, and understanding global and regional climate
change.

The primary function of NOAA3070 is to provide: 1) Local Area Network and Wide Area
Network services within the NOAA3070 boundary only, which includes the office space areas of
the GFDL facility, 2) VolP, 3) Wireless Internet connectivity, 4) VTC, 5) Print services, 6) Co-
location or hosting services. GFDL is located in Princeton, NJ in a leased facility.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
"1 This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions | |d. Significant Merging | | g. New Interagency Uses |
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b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources 1. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X [l This is an existing information system in which changes do not create new
privacy risks. Skip questions and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

'] Companies
[0 Other business entities

X [ No, this IT system does not collect any BII.

Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information

(PII)?
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As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other

personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

'] DOC employees

] Contractors working on behalf of DOC
'] Members of the public

X [ No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

1 I certify the criteria implied by one or more of the questions above apply to the OAR
GFDL (NOAA3070) and as a consequence of this applicability, I will perform and document a
PIA for this IT system.

X [ I certify the criteria implied by the questions above do not apply to the OAR
GFDL (NOAA3070) and as a consequence of this non-applicability, a PIA for this IT system is
not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO): John Sheldon

Digitally signed by SHELDON.JOHN.P.1365825935
Signature of ISSO or SO SHELDON.JOHN.P.1365825935 .. 50171107 2043540500

Name of Information Technology Security Officer (ITSO): James Brown

Digitally signed by BROWN.JAMES.LEE.1201188217

BROWN.JAMES.LEE. 1201188217 o rovmommtis.te ooy - o eumOTHER

Signature of ITSO: Date: 2017.11.15 10:36:45 05'0d)ate:

Name of Authorizing Official (AO): V. Ramaswamy

RAMASWAMY.VENKATA RD/i\gr\i/r/ilsl}\l/vs/ms.(\j/E%KATACHALA.DR.13658567
Signature of AO: CHALA.DR.1365856776 ézte: 2017.11.16 15:36:50 05'00' Date:

Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
GRAFF.MARK.HYRU et imacinvmom siaasrss

DN:c US,o US.Government,ou DoD, ou PKI,

Signature of BCPO: M.1514447892 Dot 20171120 083000 050072 Date:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Monday, November 20, 2017 12:38 PM

To: Mark Graff NOAA Federal

Subject: Re: UPDATED OAR FY18 PTA Submission NOAA3070
Attachments: FY18 PTA OAR NOAA3090.pdf

Was still in the PTA/OAR folder. See attached. thx Sarah

On Mon, Nov 20, 2017 at 10:52 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
At doctor’s, will find when | get back, in about an hour.

Sent from my iPhone

On Nov 20, 2017, at 10:23 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:

| don't see it
If you have it handy it'd be great if you could re send. If not, I'll scour the inbox.

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)

ISR (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be
confidential, privileged, attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this
message in error, are not a named recipient, or are not the employee or agent responsible for delivering this message to a named
recipient, be advised that any review, disclosure, use, dissemination, distribution, or reproduction of this message or its contents is
strictly prohibited. Please notify us immediately that you have received this message in error, and delete the message.

On Mon, Nov 20, 2017 at 8:25 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov>

wrote:
Thanks. Do you still have 3090, or should | locate again?

On Mon, Nov 20, 2017 at 8:20 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov>
wrote:
Signed and attached thanks!

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (O)

NN (C)




Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be
confidential, privileged, attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this
message in error, are not a named recipient, or are not the employee or agent responsible for delivering this message to a named
recipient, be advised that any review, disclosure, use, dissemination, distribution, or reproduction of this message or its contents is
strictly prohibited. Please notify us immediately that you have received this message in error, and delete the message.

On Fri, Nov 17, 2017 at 9:03 AM, Sarah Brabson NOAA Federal
<sarah.brabson@noaa.gov> wrote:
Mark Please sign the attached NOAA3070 PTA, which was previously sent with 2016
signatures. | asked James to remind Jeremy about 3090 but will also remind Jeremy
directly.

thx Sarah

Forwarded message
From: James Brown - NOAA Federal <james.|.brown@noaa.gov>
Date: Fri, Nov 17, 2017 at 7:45 AM
Subject: UPDATED OAR FY18 PTA Submission NOAA3070
To: Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov>
Cc: Mark Graff NOAA Federal <mark.graff@noaa.gov>

Hi Sarah,
Attached is the updated PTA for NOAA3070. I apologize for the oversight.
Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

On Mon, Nov 6, 2017 at 10:21 AM, Sarah Brabson NOAA Federal
<sarah.brabson@noaa.gov> wrote:
James, the NOAA3070 PTA is last year's (2016 signatures). Please send us a current one.
Mark will start signing the others in the meantime. thx Sarah

On Thu, Nov 2, 2017 at 8:12 AM, James Brown NOAA Federal
<james.l.brown@noaa.gov> wrote:
Sarah,

The Google Drive shared folder link below contains FY18 Privacy Threshold
Analysis (PTA) forms for your review and the signature of the NOAA Chief
Privacy Officer. Please contact me if you have any questions or concerns
regarding the PTA forms.




FISMA System IDs
NOAA3000/OARHQ
NOAA3040/ARL
NOAA3070/GFDL
NOAA3080/GLERL
NOAA3090/NSSL
NOAA3100/PMEL
NOAA3400/BNOC
NOAA3500/ESRL

Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MMM

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MM



Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MMM

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MBI
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Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Monday, November 20, 2017 1:11 PM

To: Sarah Brabson NOAA Federal

Subject: Re: UPDATED OAR FY18 PTA Submission NOAA3070
Attachments: FY18 PTA OAR NOAA3090 mhg.pdf

Great! signed and attached

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

(NN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Mon, Nov 20, 2017 at 12:38 PM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Was still in the PTA/OAR folder. See attached. thx Sarah

On Mon, Nov 20, 2017 at 10:52 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
At doctor’s, will find when | get back, in about an hour.

Sent from my iPhone

On Nov 20, 2017, at 10:23 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:

| don't see it

If you have it handy it'd be great if you could re send. If not, I'll scour the inbox.

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

NN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be
confidential, privileged, attomey work product, or otherwise exempt from disclosure under applicable law. If you have received this
message in error, are not a named recipient, or are not the employee or agent responsible for delivering this message to a named
recipient, be advised that any review, disclosure, use, dissemination, distribution, or reproduction of this message or its contents is
strictly prohibited. Please notify us immediately that you have received this message in error, and delete the message.



On Mon, Nov 20, 2017 at 8:25 AM, Sarah Brabson NOAA Federal
<sarah.brabson@noaa.gov> wrote:
Thanks. Do you still have 3090, or should | locate again?

On Mon, Nov 20, 2017 at 8:20 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov>
wrote:
Signed and attached thanks!

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

DN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be
confidential, privileged, attomey work product, or otherwise exempt from disclosure under applicable law. If you have received
this message in error, are not a named recipient, or are not the employee or agent responsible for delivering this message to a
named recipient, be advised that any review, disclosure, use, dissemination, distribution, or reproduction of this message or its
contents is strictly prohibited. Please notify us immediately that you have received this message in error, and delete the
message.

On Fri, Nov 17, 2017 at 9:03 AM, Sarah Brabson NOAA Federal
<sarah.brabson@noaa.gov> wrote:
Mark Please sign the attached NOAA3070 PTA, which was previously sent with 2016
signatures. | asked James to remind Jeremy about 3090 but will also remind Jeremy
directly.

thx Sarah

Forwarded message
From: James Brown - NOAA Federal <james.|.brown@noaa.gov>
Date: Fri, Nov 17, 2017 at 7:45 AM
Subject: UPDATED OAR FY18 PTA Submission NOAA3070
To: Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov>
Cc: Mark Graff NOAA Federal <mark.graff@noaa.gov>

Hi Sarah,
Attached is the updated PTA for NOAA3070. I apologize for the oversight.
Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

On Mon, Nov 6, 2017 at 10:21 AM, Sarah Brabson NOAA Federal



<sarah.brabson@noaa.gov> wrote:
James, the NOAA3070 PTA is last year's (2016 signatures). Please send us a current one.

Mark will start signing the others in the meantime. thx Sarah

On Thu, Nov 2, 2017 at 8:12 AM, James Brown NOAA Federal
<james.l.brown@noaa.gov> wrote:
Sarah,

The Google Drive shared folder link below contains FY18 Privacy Threshold
Analysis (PTA) forms for your review and the signature of the NOAA Chief
Privacy Officer. Please contact me if you have any questions or concerns
regarding the PTA forms.

FISMA System IDs
NOAA3000/OARHQ
NOAA3040/ARL
NOAA3070/GFDL
NOAA3080/GLERL
NOAA3090/NSSL
NOAA3100/PMEL
NOAA3400/BNOC
NOAA3500/ESRL

Regards,

James Brown

Information Technology Security Officer(ITSO)
NOAA/OAR

1315 East West Highway SSMC I

Silver Spring, MD 20910

Office: 301.734.1116

301 628 5751
(0)6) |



Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce DM

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce MM

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Co DN
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U.S. Department of Commerce
National Oceanic and Atmospheric Administration

Privacy Threshold Analysis
For OAR NSSL (NOAA3090)
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA OAR NSSL (NOAA3090)

Unique Project Identifier: NOAA3090

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: The Office of Oceanic and
Atmospheric Research’s National Severe Storms Laboratory (NSSL) conducts research for the
accurate and timely forecast and warnings of hazardous weather events (e.g. blizzards, ice
storms, flash floods, tornadoes, lightning, etc). NSSL accomplishes this mission, in partnership
with the National Weather Service (NWS), through a balanced program of research to advance
the understanding of weather processes, research to improve forecasting and warning techniques,
development of operational applications, and transfer of understanding, techniques, and
applications to the NWS and other public and private sector agencies. NSSL Information
Technology provides a general support system for their employees, contractors, and associates
within their facility in Norman, Oklahoma.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j.Other changes that create new privacy risks (specify):

1



4a.
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__ X __ This is an existing information system in which changes do not create new privacy

risks. Skip questions and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest” and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

Companies
Other business entities

~ X No, this IT system does not collect any BII.

Personally Identifiable Information
Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”
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Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

DOC employees
Contractors working on behalf of DOC
Members of the public

X No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

I certify the criteria implied by one or more of the questions above apply to the OAR
NSSL (NOAA3090) and as a consequence of this applicability, I will perform and document a
PIA for this IT system.

X T certify the criteria implied by the questions above do not apply to the OAR NSSL
(NOAA3090) and as a consequence of this non-applicability, a PIA for this IT system is not
necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO): Lans Rothfusz

Digitally signed by
. ROTHFUSZ.LANS.P.1365872240 ROTHFUSZLANS.P.1365872240
Signature of ISSO or SO: Date: 2017.10.23 12:38:42 -05'00' Date:

Name of Information Technology Security Officer (ITSO): James Brown

B ROWN .JAM ES . LE gli?goi:ZIIII\LS/i\?\;lqusd.L?/E.1201 188217

DN: c=US, 0=U.S. Government, ou=DoD, ou=PKI,

Slgnature OfITSO E I !() I I 88 ! I Z ou=0THER, cn= BROWNJAMESLEE12011Eé1t7€.

Name of Authorizing Official (AO): Steven Koch
KOCH .STEVEN . E. D R. Digitally signed by KOCH.STEVEN.E.DR.1365855532

DN:c US,o US.Government,ou DoD,ou PKI,
1365855532 Dot 2017103 1555460600

Signature of AO: Date:

Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
G RAF F . MA R K_ HYRU Digitally signed by GRAFF.MARK.HYRUM.1514447892

DN:c US,o U.S.Government,ou DoD,ou PKI,

Signature of BCPO: M.1514447892 Date 20171120 13060500 Date:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Monday, November 20, 2017 1:25 PM

To: James Brown NOAA Federal

Cc: Jeremy Warren; Mark Graff NOAA Federal

Subject: NOAA3070 and NOAA3090 PIAs signed by Mark Graff

Attachments: FY18 PTA OAR NOAA3090 mhg.pdf; FY18 PTA OAR NOAA3070 Corrected mhg.pdf

Please see the attached. We're good for another year!

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

NOAA OCIO
Governance and Portfolio Division
Office 301 628 5751

Ce M
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U.S. Department of Commerce
National Oceanic and Atmospheric Administration

Privacy Threshold Analysis
For OAR GFDL (NOAA3070)
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U.S. Department of Commerce Privacy Threshold Analysis
NOAA OAR GFDL (NOAA3070)

Unique Project Identifier: NOAA3070

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: The Office of Oceanic and
Atmospheric Research’s Geophysical Fluid Dynamics Laboratory (GFDL) is general support
facility. GFDL is engaged in comprehensive long lead-time research fundamental to NOAA's
mission. Scientists at GFDL develop and use mathematical models and computer simulations to
improve our understanding and prediction of the behavior of the atmosphere, the oceans, and
climate. GFDL scientists focus on model-building relevant for society, such as hurricane
research, prediction, and seasonal forecasting, and understanding global and regional climate
change.

The primary function of NOAA3070 is to provide: 1) Local Area Network and Wide Area
Network services within the NOAA3070 boundary only, which includes the office space areas of
the GFDL facility, 2) VolP, 3) Wireless Internet connectivity, 4) VTC, 5) Print services, 6) Co-
location or hosting services. GFDL is located in Princeton, NJ in a leased facility.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
"1 This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions | |d. Significant Merging | | g. New Interagency Uses |
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b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources 1. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X [l This is an existing information system in which changes do not create new
privacy risks. Skip questions and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information